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SECTION B - SUPPLIES OR SERVICES AND PRICES 
B.1 SCOPE OF WORK 

The U.S. Department of State (DoS) conducts security installations and upgrades at its foreign and 
domestic facilities to protect its personnel from terrorism, mob violence, and physical and technical 
threats to protect critical national security information. DoS require engineering and technical 
support services as detailed in Section C of this solicitation. The Facility Security Engineering 
Division (DS/C/ST/FSE) will administer and monitor the services provided under this contract. The 
Division resides within the Bureau of Diplomatic Security, Directorate of Countermeasures (DS/C), 
Office of Security Technology (ST). 

B.2 MINIMUM AND MAXIMUM CONTRACT AMOUNTS -INDEFINITE 
QUANTITY CONTRACT 

(a) Per FAR 52.2 1 6-22 "INDEFINITE QUANTITY," the minimum for this indefinite 
quantity contract shall he any quantity or combination of supplies and services equal to the 
amount(s) set forth below. If this contract contains options, the minimum for each option 
shall apply separately and independently to that option. 

Base $100,000.00 

(b) The maximum for this indefinite quantity contract (including options) shall be any 
quantity or combination of supplies and services equal to $550,000,000.00. 

B.3 TYPE OF CONTRACT 

Services under this contract are specified in Section C and will be acquired using firm-fixed price, 
time and materials, and fixed price ordering provisions with a base period of a year and options for 
four (4) additional periods; totaling five (S) years. The Contracting Officer shall place delivery 
orders set against the prices listed in Schedule of Items on pages 3 - 7 of this contract. Quantities 
shall be identified on each delivery order. Delivery orders shall be placed in accordance with with 
Section I clauses, entitled, Ordering, Delivery-order Limitations, and Ordering-fodefinite Delivery 
Contract. 
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Base Year 



CLIN 


ProgramArea 


Required 

Service(s) 


Proposed Price 




0001A 


Program Management 


1.1 


Firm Fixed Price= 




000 IB 


Program Management 


1.2-1.8 


Firm Fixed Price per month= 


0002 A 


Field Support 


2.1 . 


Firm Fixed Price= 


0002B 


Field Support 


2.2-2.7 


Firm Fixed Price per month= 


0003A 


r Test and Evaluation 


3.1 


Firm Fixed Price= 


0004A 


Technical Security Upgrade 


4.1 


Firm Fixed Price= 


0004B 


Technical Security Upgrade 


4.2-4.3 


Firm Fixed Price per month= 


0005* 


Time and Material for Field Support, Test and Eva 
Reauired Services 2.8-2.16, 3.2-3.6 and 4.4 


uation and Security Upgrade Prd 




SubCLIN 


Labor Category 


Estimated 
Hours 


Fully Loaded 
Hourly Rate 


Extended 
Price 


0005A 


Project Engineer 


18,870 . 




0O05B 


Senior Engineer 


3,774 


0005C 


Equipment Technician ; 


35,853 


0005 D 


Technical Specialist 


67,932 


0005 E 


Sr. Installation Technician 


37,740 


0005F 


Sr. Technician 


18,870 


UUOjU 


Project Coordinator 


11,322 


0005H 


Senior Project Coordinator . 


5,661 




Project Analyst 


11,322 


WVjJ 


Senior Project Analyst 


5,661 




Technical Analyst 


9,435 


00U5L 


Systems Analyst 


7,548 


(JUUjM 


Architectural Drafter (CADD) 


15,096 




Senior Architectural Drafter (CADD) 


5,661 


0005O 


Senior Analyst 


5,661 


0005P 


Technical Writer 


1,887 


0005Q 


Senior Technical WriteT 


1,887 


A1V\CD 

(JIH/3K. 


Logistics Warehouse Technician 


3,774 


0005S 


Logistics Technician 


1 1,322 


0005T 


Administrative Clerk 


5,661 


0005U 


Administrative Assistant 


5,661 


0006 


Estimated Reimbursable Travel = 54,000,000 


0007 


Estimated Other Direct Costs= $ 1 ,000,000 


0008 


In addition to the above, firm fixed price orders shall be issued for services 2.15, 3.7-3.9, and 4.5. 
Each order shall be separately negotiated and awarded. 
Minimum ordering obligation for base year= S 1 00,000.00 

Maximum ordering obligation not to exceed ceiling for base year= $ 1 00,000,000.00 



♦Estimated hours are for proposal evaluation purposes only. Actual hours will be determined at the 
time of award. 
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Option Year 1 



CLIN 


Program Area . 


Required 
Servlce(s) 


Proposed Price 




000 IB 


Program Management 


1.2-1.8 


. Firm Fixed Price per month= 


AAA 

0002B 


Field Support 


2.2-2.7 


Firm Fixed Price per month= 


0004B 


Technical Security Upgrade 


4.2-4.3 


Firm Fixed Price per month= 


0005* 


Time and Materia! for Field Support, Test and Evaluation and Security Upgrade Programs: 
Required Services 2.8-2.16, 3.2-3.6 and 4.4 


SubCLIN 


Labor Category 


Estimated 
Hours 


Fully Loaded 
Hourly Rate 


Extended 
Price 


0005A 


Project Engineer 


1 O OTA 

18,870 




0005B 


Senior Engineer 


1 11 A 

3,7 14 


QU05C 


Equipment Technician 




0005D 


Technical Specialist 


07,932 


0005E 


Sr. Installation Technician 


37,740 


0005F 


Sr. Technician 


18,870 


0005G 


Project Coordinator 


11,322 


0005H 


Senior Project Coordinator 


5,661 


00051 


Project Analyst 


11,322 


0005J 


Senior Project Analyst 


5,661 


0005K 


Technical Analyst 


9,435 


0Q05L 


Systems Analyst 


7,548 


0005M 


Architectural Drafter (CADD) 


15,096 


0005N 


Senior Architectural Drafter (CADD) 


5,661 


0005O 


Senior Analyst 


5,661 


0005P 


Technical Writer 


1,887 


0005Q 


Senior Technical Writer 


1,887 


0005 R 


Logistics Warehouse Technician 


3,774 


0005S 


Logistics Technician 


11,322 


0005T 


Administrative Clerk 


5,661 


0005U 


Administrative Assistant 


5,661 


0006 


Estimated Reimbursable Travel = $4,000,000 


0007 


Estimated Other Direct Costs= $1,000,000 


0008 


In addition to the above, firm fixed price orders shall be issued for services 2.15, 3.7-3.9, and 4.5. 
Each order shall be separately negotiated and awarded. ' 
Minimum ordering obligation for option year= $100,000.00 
Maximum ordering obligation ceiling for option year= $ 1 05,000,000.00 



♦Estimated hours are for proposal evaluation purposes only. Actual hours will be determined at the 
time of award. 
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Option Year 2 



CLIIN 


Program Area 


Required 
Service(s) 


Proposed Price 






Program Management 


1.2-1.8 


Firm Fixed Price per month= 






Field Support 


2.2-2.7 


Firm Fixed Price per month 3 


UU04r> 


Technical Security Upgrade 


4.2-4.3 


Firm Fixed Price per month= 


OUUJ 


Time and Material for Field Support, Test and Evaluation and Security Upgrade Programs: 
Required Services 2.8-2.16, 3.2-3.6 and 4.4 




Labor Category 


tlOUIS 


Fully Loaded 
Hourly Rate 


Extended 
Price 




Project Engineer 


1 Si R7fl 






Senior Engineer 


"X 77/1 




Equipment Technician 


J J,OJ J 




Technical Specialist 


£7 Q11 


UUUjti 


Sr. Installation Technician 


17 

j /, /H\f 




Sr. Technician 


18,870 




Project Coordinator 


11,322 


UUUjrl 


Senior Project Coordinator 


5,661 




Project Analyst 


11,322 


nfwv;! 


Senior Project Analyst 


5,661 




Technical Analyst 


9,435 




Systems Analyst 


7,548 


vUUj.vl 


Architectural Drafter (CADD) 


15,096 




. Senior Architectural Drafter (CADD) 


5,661 


0005O 


Senior Analyst 


5,661 


0005P 


Technical Writer 


1,887 


0005Q 


Senior Technical Writer 


1,887 




Logistics Warehouse Technician 


3,774 


O005S 


Logistics Technician 


11,322 


0005T 


Administrative Clerk 


5,661 


0005U 


Administrative Assistant 


5,661 


0006 


Estimated Reimbursable Travel = $4,000,000 




0007 


Estimated Other Direct Costs= $1,000,000 


0008 


In addition to the above, firm fixed price orders shall be issued for services 2. 1 5, 3.7-3.9, and 4.5. 
Each order shall be separately negotiated and awarded. 
Minimum ordering obligation for option year= $100,000.00 
Maximum ordering obligation ceiling for option year= $1 10,000,000.00 



, *Estimated hours are for proposal evaluation purposes only. Actual hours will be determined at the 
time of award. 
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Option Year 3 





Program Area 


Required 
Service(s) 


Proposed Price 




aaa 1 13 
W\) Id 


Program Management 


1.2-1.8 


Firm Fixed Price per month= 


000 Ztf 


Field Support 


2.2-2.7 


Firm Fixed Price per month= 


0UU41J 


Technical Security Upgrade 


4.2-4.3 


Firm Fixed Price per month= 


aaa£* 
0005* 


Time and Material for Field Support, Test and Eva 
Required Services 2.8-2.16, 3.2-3.6 and 4.4 


nation and Security Upgrade Programs: 


o-.tpi TVJ 


Labor Category 


Estimated 
Hours 


Fully Loaded 
Hourly Rate 


Extended 
Price 


UUUjA 


Project Engineer 


io,o/u 




AAACT) 


Senior Engineer 






Equipment Technician 




UVUJI/ 


Technical Specialist 


fn oi? 




or. Installation 1 ecnnician 


j i , im 




Sr. Technician 


18,870 


AriA<n 


Project Coordinator 


11,322 




Senior Project Coordinator 


5,661 


WuJl 


Project Analyst 


11,322 




Senior Project Analyst 


5,661 




Technical Analyst 


9,435 


0005L 


Systems Analyst 


7,548 




Architectural Drafter (CADD) 


15,096 




Senior Architectural Drafter (CADD) 


5,661 


oooso 


Senior Analyst 


5,661 


0005P 


Technical Writer 


1,887 


0005Q 


Senior Technical Writer 


1,887 




Logistics Warehouse Technician 


3,774 


0005S 


Logistics Technician 


11,322 


0005T 


Administrative Clerk 


5,661 


0005U 


Administrative Assistant 


5,661 


0006 


Estimated Reimbursable Travel = $4,000,000 


0007 


Estimated Other Direct Costs= $1,000,000 


0008 


In addition to the above, firm fixed price orders shall be issued for services 2. 1 5, 3.7-3.9, and 4.5. 
Each order shall be separately negotiated and awarded. 
Minimum ordering obligation for option year- $ 1 00,000.00 
Maximum ordering obligation ceiling for option year= $1 15,000,000.00 



•Estimated hours are for proposal evaluation purposes only. Actual hours will be determined at the 
time of award. 
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Option Year 4 



CLIN 


Program Area 


Required 
Service(s) 


Proposed Price 




0001B 


Program Management 


1.2-1.8 


Firm Fixed Price per month= 


» 


0002B 


Field Support 


2.2-2.7 


Firm Fixed Price per month= 


0004B 


Technical Security Upgrade 


4.2-4.3 


Firm Fixed Price per momh= 


0005* 


Time and Material for Field Support, Test and Eva 
Required Services 2.8-2.16, 3.2-3.6 and 4.4 


uation and Security Upgrade Programs: 


SubCLIN 


Labor Category 


Estimated Fully Loaded 
Hours Hourly Rate 


Extended 
Price 


0005A 


Project Engineer 


18,870 




0005B 


Senior Engineer 


3,774 


0005C 


Equipment Technician 


35,853 


0005D 


Technical Specialist 


67,932 


0005B 


Sr. Installation Technician 


37,740 


0005F 


Sr. Technician 


18,870 


OO05G 


Project Coordinator 


11,322 


0005H 


Senior Project Coordinator 


5,661 


00051 


Project Analyst 


11,322 


0005J 


Senior Project Analyst 


5,661 


0005K 


Technical Analyst 


9,435 


0005L 


Systems Analyst 


7,548 


0005M 


Architectural Drafter (CADD) 


15,096 


0005N 


Senior Architectural Drafter (CADD) 


5,661 


0005O 


Senior Analyst 


5,661 


0005P 


Technical Writer 


1,887 


0005Q 


Senior Technical Writer 


1,887 


0005R 


Logistics Warehouse Technician 


3,774 


0005S 


Logistics Technician 


11,322 


0005T 


Administrative Clerk 


5,661 


0005U 


Administrative Assistant 


5,661 


0006 


Estimated Reimbursable Travel = $4,000,000 


0007 


Estimated Other Direct Costs= $ 1 ,000,000 


0008 


In addition to the above, firm fixed price orders shall be issued for services 2.15, 3.7-3.9, and 4.5. 
Each order shall be separately negotiated and awarded. 
Minimum ordering obligation for option year= $100,000.00 
Maximum ordering obligation ceiling for option year= $120,000,000.00 



♦Estimated hours are for proposal evaluation purposes only. Actual hours will be determined at the 
time of award. 



UNCLASSIFIED 



UNCLASSIFIED 

Contract No. SAQMPD-05-D-llli> Title: Security Technical Operational Services page 8 of 50 

SECTION C - STATEMENT OF OBJECTIVES (SOO) 
C.l Background 

The U.S. Department of State (DoS) installs and maintains security equipment at its facilities 
worldwide to protect its personnel and the United States of America's critical national security 
information from terrorism, mob violence, and technical threat. 

The Facility Security Engineering Division will administer and monitor the services provided under 
this contract. The Division resides within the Bureau of Diplomatic Security, Directorate of 
Countermeasures (DS/C), Office of Security Technology (ST). The Division staff provides 
management and policy direction to the four functional branches that currently frame the 
organization. As office symbols are normally abbreviated at the third level of detail, the Division is 
commonly designated DS/ST/FSE. Its mission is to enhance the technical security capability of DoS 
facilities domestically and overseas to reduce security vulnerabilities and ensure a safe working 
environment for all U.S. Government employees and visitors. The FSE Division collaborates and 
coordinates with other divisions, offices, bureaus, and agencies to manage the resources necessary to 
sustain its programs and accomplish its mission. 

For more information regarding the magnitude and scope of the Division's technical security 
equipment programs see Appendix A (Glossary of Terminology) and Appendix B (Security Systems 
and Equipment). 

The Division is headquartered at U.S. Department of State, Annex No. 24 in Alexandria, VA and 
provides oversight of the technical security programs currently operating through its four branches: 
See Appendix C, (Organizational Structure) for functions and facility addresses. 

Currently, four branches provide the services and have direct responsibility for the success of the 
programs: 

Field Support Branch (DS/FSE/FSB) Springfield, VA. 
Technology Development Branch (DS/FSE/TDB) Alexandria, VA 
Project Management and Engineering (DS/FSE/PME) Alexandria, VA 
Domestic Management and Engineering (DS/FSE/DME) Alexandria, VA 

C.1.2 Contract Management 

The Contracting Officer's Representative (COR) at DS/ST/FSE will work with the contractor to 
manage the results achieved by this contract. The COR will be designated by the Contracting 
Officer. The COR accomplishes this by working through at least one Government Technical Monitor 
(GTM) at each branch, also designated by the Contracting Officer. Government Technical Monitors 
(GTMs) will be nominated by the COR and formally designated by the Contracting Officer. These 
duties may be assigned to Diplomatic Security (DS) Engineers, DS 

Technicians, Government Service employees, US Navy SeaBees, or other Government officials. 
Responsibilities may include specific work sites, tasks, or both. Each duly assigned GTM will be 
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recognized as the COR's representative with respect to the assigned task or work site. 
C3 Overview of Programs and Current Services 
C.3.1 Field Support Programs 

These programs are managed from a headquarters located in the Washington DC Metro area and 
maintain DoS security systems on a continuing basis; ensuring systems are operational and properly 
supported. 

At overseas locations, resident and regional U.S. Government personnel provide the first and second 
levels of support and management. The first level (On-site Support) includes activities such as 
ensuring operator level maintenance is performed, conducting regular preventive maintenance 
inspections and performing routine repairs. The second level (Regional Support) involves sub-system 
repair and implementing limited scope projects with minimal outside support to expand existing 
security installations and improve system functionality. 

At domestic locations, a team of both U.S. Government personnel and contract employees provides 
the first and second levels of support and management. 

Ultimately, systems can degrade with age and/or become too costly for resident and regional security 
assets to maintain. More comprehensive upgrades are required to augment the maintenance effort 
and/or lifecycle large portions of the security system. This program provides lifecycle management, 
failure analysis, repair, volume lifecycle replacement support and leverages additional resources to 
support the installed security equipment. 

Security Equipment Maintenance Program (SEMP): responsible for equipment maintenance 
procedures and plans to augment US government efforts that support technical security equipment at 
overseas posts and DoS domestic facilities. SEMP also provides supplemental maintenance services 
on a demand basis. Services typically include testing, inspection, and repair/replacement of installed 
technical security equipment to include installation of new equipment. 

Vehicle Barrier Maintenance Program (VBMP):The program augments maintenance, repair, and 
life cycle services provided by the resident and regional U.S. Government security personnel that are 
responsible for crash rated vehicle arrest systems worldwide. 

Explosive Detection Program (EDP): This program provides on-site entry-point screening 
procedures to guards at Posts worldwide and lifecycle care of several hundred trace explosive 
detectors and augments maintenance, repair, life cycle, and services provided by the resident and 
regional U.S. Government security personnel. 

X-ray Program (XRP): The program augments maintenance, repair, and life cycle services 
provided by the resident and regional U.S. Government security personnel that are responsible for 
several hundred x-ray screening devices located in domestic or overseas facilities. 

Technical Security Help Desk: responsible for 24/7/365 technical assistance and troubleshooting 
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services for FSE customers. Serves as a single contact and control point to launch FSE services and 
products worldwide. 

Goals: 

• Provide total asset management of technical security equipment worldwide to include 
procurement, receiving, and storage, bar coding, ordering, and shipping; 

• Provide first rate logistics support and asset management policy for all DS security equipment; 

• Provide first rate repair services for installed technical security equipment at domestic facilities; 

• Minimize equipment warehousing requirement; 

• Supplement the field's maintenance capability with innovative and cost effective methods; and 

• Eliminate unnecessary redundancies in support operations. 

Strategies: 

• Accurately project lifecycle replacement for all critical components and forecast associated costs; 

• Standardize deployed equipment; 

• Review parts usage patterns from the field; 

• Either push to users or excess all unnecessary equipment; 

• Employ just-in-time-delivery principles; 

• Work with the Chief Technology Office (CTO) and the Security Technology Operations Division 
(STO) to develop a low impact method to quantify out of warehouse installed and available stock 
inventory for critical components; 

• Monitor processing and shipping duration for comparative and best practices; 

• Work with STO and the Regional Directors for Security Engineering (RDSE) to ensure work 
order data is captured and security personnel understand and employ the layered approach to 
operations and maintenance; and 

• Work with the Physical Security Programs (PSP) Office and Security Technology (ST) Office to 
prioritize security systems and their components 

Objectives: 

• Allocate warehouse space based on a quarterly stock rotation system that does not exceed one 
year unless the item is no longer manufactured (rates will vary with equipment); 

• Develop an equipment maintenance plan for each critical component; 

• Define total cost of ownership within each maintenance plan; and 

• Quantify global installed and stock inventories. 

Products: 

• Receive, process and deliver facility security equipment for new installations, lifecycle 
replacement and equipment upgrade projects; 

• Process a logistics through-put of approximately $12 million annually; 

• Provide technical assistance for on-site personnel, order preparation, and maintenance procedures; 

• Provide resources to augment the fields maintenance capability; and 

• Provide logistics expertise in the pre-production or design phase of systems to ensure that the 
system can be supported through its lifecycle and that the infrastructure elements necessary for 
operational support are identified and acquired. 
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C3.2 Test'and Evaluation Programs 

These programs are managed from a headquarters located in the Washington DC Metro area and 
provide a high level of technical engineering skills to develop test plans/protocols, perform 
technical hardware testing in government provided work areas, document systems design and 
standards and produce technical application support material. These programs work closely with 
Field Support Programs for testing and fielding new technology, analyzing failures, and publishing 
solutions. The program also provides new equipment training to select groups as required when a 
formal course of instruction is not available through the department's training center. 

Goals: 

• Recommend security equipment that satisfies documented operational needs and is able to 
integrate successfully with current systems; and 

• Provide comprehensive technical documentation to enable installation, trouble-shooting and 
repair of security equipment. 

Strategies: 

• Develop a process for stakeholders to communicate their new equipment needs and field new 
equipment; 

• DS/ST/FSE will prioritize what systems or components are tested and evaluated; 

• Gather performance and maintenance data from existing commercial and USG users; 

• Look first to systems already developed and in use by other agencies or industry; 

• Integrate COTS items whenever possible; 

• Keep documentation up to date; and 

• Web-base technical support documentation. 

Objectives: 

• Provide appropriate technical equipment to the field; 

• Prepare initial deployment plans; 

• Rollout initial phase of new capability; 

• Provide comprehensive installation guidelines; and . 

• Maintain functional bluebook drawings. 

Products: 

• Prepare charters for new equipment that must be refreshed out-of-cycle because it delivers a new 
capability, does not provide the expected capability or the failure rate is unacceptable; 

• Document technical aspects that provide performance results of the testing, installation 
guidelines, system integration plan; and 

• Document logistical aspects such as a preliminary deployment plan that includes cost estimates . 
for the initial deployment, operations and maintenance period and its Iifecycle replacement. 

C.3.3 Technical Security Project Management and Engineering Programs 

These programs are managed from a headquarters located in the Washington DC Metro area and face 
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the challenge of systematically performing facility security equipment upgrades and new installations 
for all designated facilities on a global basis. This support must be balanced and address all the 
dynamics that confront DoS security objectives. Those dynamics include protection of people, 
information and material, defined standards, cost-efficient and appropriate technologies, risk 
management and emerging threats. 

These programs must address the entire range of technical security equipment and requisite 
infrastructure that is outside the capability of resident or regional assets. Deliberately planned or 
"in-cycle" upgrades is the current technique for upgrading installed technical security systems and for 
deploying new capabilities. The priority of work is guided by risk management analysis strategies. 
The current program seeks an effective approach to implement these types of upgrades and the 
rationale for the level of effort and resources necessary to keep our facilities protected. 

New equipment that provides a new capability and cannot wait to be deployed as part of and iii-cycle 
upgrade shall be handled as an "out-of-cycle" upgrade. These types of projects are dependent upon 
Bureau management approval and available resources. 

Technical Security Upgrades are typically accomplished in five phases (Survey, Design, Logistics, 
Installation and Project Close-out) and last three to nine months in duration. 

Goals: 

• Design, engineer and install technical security systems beyond the capability of the resident and 
regional assets; 

• Forecast security system upgrades before the equipment degrades to an unacceptable point by 
completing 10% of the global upgrade requirement each year; and 

• Incorporate all required security equipment when performing an upgrade, e.g. alarms, door 
controls and vehicle barriers. 

Strategies: 

• Maintain a by-site security system upgrade schedule that portrays the current FY progress, 
presents the next FY schedule and furnishes the two following years projections; 

• Coordinate the project schedule and scope with DS/C/PSP, DS/DO and DS/IP to prioritize work 
to be completed; 

• Distribute available resources proportionally to best meet strategic security needs; 

• Offer innovative cost-effective approaches to sustain worldwide security upgrades; and 

• Ensure human engineering factors are included into all designs, particularly for areas such as post 
one. 

Objectives: 

• Target approximately thirty overseas posts and fifteen domestic facilities per year to perform 
security system upgrades; 

• Forecast the program budget by site project, three years out; 

• Incorporate new equipment specified in the Facility Security and Engineering lifecycle plan; 

• Minimize disruption of site activities during project implementation; 

• Allow independent quality assurance inspections of all program products; 

• Be prepared to assist DS/PSP with the NEC accreditation program; and 

• ' Consolidate, categorize, disseminate.and integrate lessons learned and best practices. 
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Products: 

• Conduct comprehensive security-equipment survey; 
•■ Design systems that meet DS imposed standards; 

• Perform design review; 

• Prepare scope o f work; 

• Prepare project BOM; 

• Install security infrastructure and equipment; and 

• Create and maintain web accessible as-built drawings for all installed security systems. 
C.4 Scope of Services 

The following services are considered essential and the minimum necessary to maintain the technical 
security systems at DpS facilities: 

• Project management including supervision of contract employees, scheduling of projects, 
performance measurement and metrics analysis, preparation of status, metric, cost benefit 
analysis, and program assessment reports; 

• Project engineering services including commercial-off-the-shelf (COTS) based systems 
integration, project planning and coordination, systems survey design and documentation, and 
equipment installation; 

• Equipment maintenance including 24/7/365 trouble center services, troubleshooting and 
diagnostic analysis, reliability analyses of installed equipment and measures to improve 
equipment reliability, life cycle planning and total asset management; and 

• Support functions including equipment procurement, just in time logistics support and total asset 
management functions. 

C.4.1 Place of Performance v 

The contract staff shall normally perform all classified activities under this contract at U.S. 
Department of State facilities in the Washington, DC metropolitan area, domestic Field Offices and 
overseas U.S. Government Posts. 

C.4.2 General Expertise & Ability 

The contractor shall have broad experience in security technology and the associated equipment. , 
Electronic, optical fiber, mechanical, electrical systems expertise to include Uninterruptible Power 
Supplies, proper grounding techniques, and certification in the National Electrical Code (NEC) are all 
considered basic skills and the government is not responsible for developing these skills. Security 
Equipment specific only to the DoS or employed by the DoS in such a manner that it is unreasonable 
for a contractor to ever receive such training otherwise, will be provided at no additional cost to the 
contractor. The contractor must have the ability to acquire a low voltage license. Except where 
specifically authorized, the contractor shall perform these services to the standards commonly 
accepted in the commercial industry. 

The contractor must have the expertise to subcontract local services or establish joint ventures to 
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augment or otherwise accomplish all or part of the required services at a particular site. The goal is to 
lower the cost to the government and or provide improved services. 

The contractor shall have the ability to acquire, ship, install, maintain, and repair technical and in 
noted cases physical security equipment for U.S. missions overseas and DoS occupied facilities 
domestically. Equipment typically includes Intrusion Detection, Access Control, Closed Circuit 
Television (CCTV) / Digital Video Recording Systems, Emergency Notification Systems, Denial 
Systems, X-ray Inspection, Explosive Detection, Vehicle Barrier and other systems as designated by 
the COR. See Appendix B (Security Systems and Equipment for more detail). The contractor shall 
have the ability to rapidly mobilize equipment and personnel to provide an emergency repair 
capability to short notice requests. 

C.4.3 Project Programming 

The contractor shall prepare performance measures, scopes of work, technical specifications, cost 
estimates, quality assurance plans and other necessary documentation required by the government for 
emergent tasks or indefinite/delivery-indefinite/quantity type requests conducted under this effort. 

C.4.4 Temporary Office & Logistics Facilities 

It may be necessary for the Offeror to lease or otherwise provide temporary warehouse and/or office 
space to accommodate limited duration projects. 

The contractor may also be tasked to provide additional office space for classified work to house both 
contractor and U.S. Government personnel. The Contractor may be required to provide appropriate 
furnishings, computer hardware and software, telephones, and other material appropriate to the 
performance of tasks. 

C.4.5 Government and Contractor Furnished Equipment 

The Government will furnish workspace and other appropriate furnishings, telephones, and other 
material appropriate to the performance of tasks at government facilities. AH computer resources in 
use at government facilities will be government furnished unless specific agreement is made 
regarding contractor purchase as an incidental expense. 

« 

The Contractor may be required to furnish workspace and other appropriate furnishings, computer 
hardware and software, telephones, and other material appropriate to the performance of tasks at 
contractor provided facilities. These facilities may be required to store classified material up to the 
secret level. All computer resources used at contractor facilities will be furnished by the contractor 
unless approved as government furnished equipment by the COR. 

C.4.6 Software 

Only DS approved software may be used to complete assigned tasks on DoS-owned computer 
systems. See Appendix E (Software) for more information. Only DS-approved computers can be 
used in DoS facilities or connected to the DoS network. Further, the COR may require specific types 
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of software for a task when other software may be preferred by the contractor. The COR's 
determination will be the final authority. • 

C.4.7 Travel 

Much of the contractor staff will be required to travel both domestically and internationally. The 
contractor shall provide all travel arrangements and airfare. The GTM must approve all travel prior to 
a fiscal commitment. If travel is purchased without prior approval from the Government, the 
contractor will only be reimbursed for what the Government determines as acceptable. 

C4.8 Incidental Expenses 

At the request of the Government, the contractor shall purchase parts, materials, supplies, outside 
consulting services, or other miscellaneous purchases needed to complete assigned projects.' 
Purchases must be made in accordance with applicable regulations. The COR or GTM shall approve 
all incidental expenses prior to the contractor incurring the costs, however, a blanket approval for 
common expenses may be granted. Dependent on the type and or volume of the acquisition, the ' 
incidental expense may also have to receive prior approval by the Contracting Officer and or client 
agency. The burden for service the contractor may charge is fixed at 3% of purchased price. 

C.4.9 Transition Plan 

A transition plan for this contract is required for two distinct areas. First, each contracted service area 
has specific and interrelated functions and therefore must be considered separately to ensure any 
break in service is minimized. Secondly, the success of this contract is dependent on both the 
government and the contractor's ability to migrate from a traditional service contract to a 
performance-based services contract. It is not expected to happen all at once but must reach full 
potential by the first option year. 

C.4.10 Constraints 

This contract shall conform to the requirements stated in the DoS Architectural and Engineering 
Design Guidelines for U.S. Diplomatic Mission Buildings, Vol i-5, (A&EDGC) and the Technical 
Security Installation Standards Handbook or the current DoS revision. The DoS embassy design 
policy recognizes that embassy buildings are themselves representative and prominent symbols of the 
United States. Reconciling the need to protect embassy occupants while also maintaining an image 
of openness will always be a challenge. The contractor shall make every effort to design and 
construct security enhancements that preserve, and when possible enhance, the function and 
appearance of the embassies. Coordination with US Mission assets and area studies enhance both 
FSE products and services. See Appendix D (Applicable Standards) for more information. 

C.5 Program Objectives 

C.5.1 Purpose 

To provide the full range of services to implement the objectives and accomplish the outcomes 
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contained in this Statement of Objectives (SOO). 
C.5.2 Vision 

It is imperative that the operational status of all installed technical equipment is known at all times 
and that FSE products and services are effectively positioned to respond within the limits of their 
mission. The overall goal is to have all security systems operational at all times. Both FSE programs 
and other DoS security programs count on a coordinated effort to mutually support each other and 
sustain the Department's overall security posture. A high level of teamwork and flexibility, is 
required to ensure success with these types of collaborative areas. 

The desired outcomes are what the Government intends to. accomplish as a result of this contract. 
The required services are the tasks to be accomplished to provide the Government the desired 
outcomes. The below required services are expected to change during the period of performance to 
best meet the organization's emerging needs and or to improve business processes. Though the 
services may change the objectives and desired outcomes will not change without a modification to 
the contract. 

As some of the time and material services are better defined throughout the period of performance, 
the Government will negotiate these services to be incorporated and performed under fixed-price task 
orders. 

C.5.3 Objectives, Outcomes and Required Services 

The following matrix contains the baseline services currently considered to be essential to 
successfully, achieve the desired program outcomes. The services have been placed into one of three 
pricing types (i.e., firm-fixed, time and materials, and fixed price task order). The offeror shall 
establish the Performance Standard(s), Acceptable Quality Level(s), and Monitoring Method(s) for 
each required service. The required service 2.14 (Support the DS Trouble Center activities) has been 
filled-in and is only to be considered an example of the type of information the Government would 
expect to see for all the services. 
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SECTION D - PACKAGING AND MARKING 
D.l MARKING OF REPORTS (05/95) 

All reports delivered by the Contractor to the Government under this contract shall prominently show 
on the cover of the report: 

(a) Name and Business address of the Contractor; 

(b) Contract number and delivery order number, if applicable; 

(c) Date of report; and 

(d) Program office (s). 

D.2 PACKING OF SUPPLIES FOR DOMESTIC SHIPMENT (05/95) 

Supplies shall be packed for shipment in a manner that will ensure acceptance by common carriers 
and safe delivery at destination. Containers and closures shall comply with the Interstate Commerce 
Commission Regulations, Uniform Classification Rules, and regulations of other carriers as 
applicable to the mode of transportation. 

D.3 PACKING LIST(S) (05/95) 

A packing list or other suitable shipping document shall accompany each shipment and shall include 
the following information: 

(a) Name and address of consignor; 

(b) Name and address of consignee; 

(c) Government contract number (and delivery order number, if used); 

(d) Government bill of lading number covering the shipment, if any; and 

(e) Description of the items shipped, including item number, quantity, number of containers, 
and package number, if any. 

D.4 WARRANTY NOTIFICATION (05/95) 

In accordance with FAR 46.706 (b) (5), the Contractor shall stamp or mark the supplies delivered, or 
otherwise furnish notice with the supplies, of the existence of a warranty, if any. Sufficient 
information shall be presented for supply personnel and users to identify warranted supplies. 
Warranty information shall include the terms and duration of the warranty and the name and 
telephone number of the Contracting Officer to be notified if the supplies are found to be defective. 
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D.5 DATA PACKAGING REQUIREMENTS (11/96) 

(a) All unclassified data shall be prepared for shipment in accordance with best commercial 
practices. 

(b) Classified reports, data, and documentation shall be prepared for shipment in accordance 
with the National Industrial Security Program Operating Manual (DOD 5220.22-M). 

D.6 MARKING OF REPORTS (05/95) 

All reports delivered by the Contractor to the Government under this contract shall prominently show 
on the cover of the report: 

(a) Name and business address of the Contractor; 

(b) Contract number and delivery order number, if applicable; 

(c) Date of report; and 

(d) Program office(s). 

D.7 PACKING OF SUPPLIES FOR DOMESTIC SHIPMENT (05/95) 

Supplies shall be packed for shipment in a manner that will ensure acceptance by common carriers 
and safe delivery at destination. Containers and closures shall comply with the Interstate Commerce 
Commission Regulations, Uniform Freight Classification Rules, and regulations of other carriers as 
applicable to the mode of transportation. 
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SECTION E - INSPECTION AND ACCEPTANCE 

E.l 52.252-02 CLAUSES INCORPORATED BY REFERENCE 

This contract incorporates one or more clauses by reference, with the same force and effect as if they 
were given in full text. Upon request, the Contracting Officer will make their full text available. Also, 
the full text of a clause may be accessed electronically at this/these address(es): 

FAR: www.ai-net.jgov/far 

DOSAR: www.statebuv.eov/home, htm 



Clause 


Title 


Date 


52.246-02 


Inspection Of Supplies- Fixed Price 


August 1996 


52.246-04 


Inspection Of Services- Fixed Price 


August 1996 


■52-246-16 


Responsibility for Supplies _J 


April 1984 



E.2 52.246-14 INSPECTION OF TRANSPORTATION (APRIL 1984) 



The Government has the right to inspect and test the Contractor's services, facilities, and equipment at 
all reasonable times. The Contractor shall furnish Government representatives with the free access 
and reasonable facilities and assistance required to accomplish their inspections and tests. 

E.3 INSPECTION AND ACCEPTANCE - SERVICES (MAY 1995) 

Inspection and acceptance of the services to be provided hereunder shall be made by the Contracting 
Officer's Representative. 
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SECTION F ~ DELIVERIES OR PERFORMANCE 

F.l 52.252-02 CLAUSES INCORPORATED BY REFERENCE 

This contract incorporates one or more clauses by reference, with the same force and effect as if they 
were given in full text. Upon request, the Contracting Officer will make their full text available. Also, 
the full text of a clause may be accessed electronically at this/these address(es): 

FAR: www.amet.gov/far 

DOSAR: www.statebuv.gov/home.htm 



Clause 


Title 


Date 


52.211-11 


Liquidated Damages-Supplies, Services, or Research 
and Development 


September 2000 


52.242-15 


Stop- Work Order 


August 1989 


52.242-17 


Government Delay Of Work 


April 1984 


52.247-55 


F.OB. Point For Delivery Of Government-Furnished 
Property 


June 2003 



F.2 PERIOD OF PERFORMANCE (MAY 1995) 



This contract shall be effective on the date of the Contracting Officer's signature, and shall remain in 
effect until one calendar year. 
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SECTION G - CONTRACT ADMINISTRATION DATA 

G.l DOSAR 652.242-70 CONTRACTING OFFICER'S REPRESENTATIVE 

(ACQ STANDARD FORMAT) (SEPTEMBER 1999) 

(a) The Contracting Officer may designate in writing one or more Government employees, by 
name and position title, to take action for the Contracting Officer under this contract. Each designee 
shall be identified as a Contracting Officer's Representative (COR). Such designation^) shall specify 
the scope and limitations of the authority so delegated; provided, that the designee shall not change 
the terms or conditions of the contract, unless the COR is a warranted Contracting Officer and this' 
authority is delegated in the designation. 

(b) The COR is identified in Section G of this contract under "CONTRACT ADMINISTRATION 
DATA." 

G.2 DOSAR 652.232-70 PAYMENT SCHEDULE AND INVOICE SUBMISSION 

(FIXED-PRICE) (AUGUST 1999) 

General. The Government shall pay the contractor as full compensation for all work required, 
performed and accepted under this contract, inclusive of all costs and expenses, the firm fixed-price 
stated in Section B of this contract. 

Invoice Submission. Invoices shall be submitted in an original and (contracting officer insert 
appropriate three (3) copies to the office identified in Block 10 of the SF-26, Block 23 of the SF-33, 
or Block 18b of the SF-1449. To constitute a proper invoice, the invoice must include all items per 
FAR 52.232-25, "Prompt Payment". 

Contractor Remittance Address. Payment shall be made to the contractor's address as specified on the 
cover page of this contract, unless a separate remittance address is specified below: 
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G.3 52.232-35 DESIGNATION OF OFFICE FOR GOVERNMENT RECEIPT OF 
ELECTRONIC FUNDS TRANSFER INFORMATION (MAY 1999) 

(a) As provided in paragraph (b) of the clause at 52.232-34, Payment by Electronic Funds 
Transfer-Other than Central Contractor Registration, the Government has designated the 
office cited in paragraph (c) of this clause as the office to receive the Contractor's electronic 
funds transfer (EFT) information, in lieu of the payment office of this contract. 

(b) The Contractor shall send all EFT information, and any changes to EFT information to the 
office designated in paragraph (c) of this clause. The Contractor shall not send EFT 
information to the payment office, or any other office than that designated in paragraph (c). 
The Government need not use any EFT information sent to any office other than that 
designated in paragraph (c). 

(c) Designated Office: 

[Name: Global Financial Operation (RM/GFS/GFO 

Office of Claims fGFO/C) 

Charleston Financial Service Center 

Mailing Address: Post Office Box 15008 • 

. Charleston.SC 2941 5-5008 . 

Toll-free fax-server 1-866-483-3436 
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G.4 ORDERING PROCEDURES (NOVEMBER 1996) 

(a) In accordance with FAR 52.216-18 "ORDERING," the following individuals and activities are 
authorized to issue delivery orders or task orders hereunder: 

Department o f S tate Contracting Officer 

(b) Orders placed under this contract shall contain the following information: 

(1) Date of order; 

(2) Contract number and order number; 

(3) Item number and description, quantity, and unit price; 

(4) Delivery or performance date; 

(5) Place of delivery or performance (including consignee); 

(6) Packaging, packing, and shipping instructions, if any; 

(7) Accounting and appropriation data; 

(8) Security clearance level(s), applicable to the order, if any; and 

(9) Any other pertinent information. 

(c) Issuance of orders by facsimile is authorized in accordance with FAR 52.216-18 "ORDERING." 
G.5 CONTRACT ADMINISTRATION DATA (JULY 2001) 



Contracting Officer: 
Contract Administrator: 

First Class Mailing: 



Courier or Hand Delivery: 



Contracting Officer's 
Representative (COR): 



Ms. Benita D. Williams 
Telephone Number: (703)875-5429 

Ms. Tracy R. Ford 

Telephone Number: (703) 875-6056 

Facsimile Number: (703) 875-6006 

U.S. Department of State 
Office of Acquisition Management 
P.O. Box 9115, Rosslyn Station 
Arlington, Virginia 22219 

U.S. Department of State 

Office of Acquisition Management 

Room 200 

1701 N. Ft. Myer Drive 
Arlington, Virginia 22209 
(Visitor's entrance via 17th Street) 



Michael Carlson 

Telephone Number: (703) 923-6649 
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G.6 TASK ORDERS (NOVEMBER 1996) 

(a) Task Order Requests shall be issued in writing to the Contractor by the Contracting Officer or the 
Contracting Officer's Representative (COR) and will describe the specific support required by the 
Department of State. A Task Order Request is a request for proposal; it is not a Task Order and does 
not authorize performance. 

(b) Each Task Order Request shall include, at a minimum: 

(1) A description of the work to be performed; 

(2) Reporting, briefings, and/or other deliverable requirements; and 

(3) The estimated period of performance or required completion date. 

(c) The Contractor shall, within ten working days of the receipt of a Task Order Request, submit to 
the COR a written technical proposal and a separate detailed cost proposal. A cost proposal shall 
include the following, as applicable: 

(1 ) The required number of labor hours by labor classification and labor rates; 

(2) Overtime hours and rates by labor category; 

(3) Direct material, travel, subsistence, and similar costs; 

(4) Dollar amount and type of any proposed subcontracts); 

(5) Total estimated price; and, 

(6) Proposed completion or delivery dates. 

(d) The COR shall review the proposal and forward his written recommendations, along with a copy 
of the proposal, to the Contracting Officer. Following successful negotiations of the Contractor's 
proposal, the Contracting Officer shall issue a written Task Order to the Contractor providing the 
necessary funding and authorizing the Contractor to begin work. 

(e) The Government shall not be obligated to pay the Contractor any amount in excess of the total 
Task Order amount, and the Contractor shall not be obligated to continue performance if to do so 
would exceed the total Task Order amount 



' UNCLASSIFIED 



UNCLASSIFIED 

Contract No. SAQMPD-05-D-11 15 Title: Security Technical Operational Services 



page 36 of 50 



SECTION H SPECIAL PROVISIONS 
H.I SECURITY REQUIREMENTS 

The contractor shall have the ability to provide personnel with at least a minimum clearance of 
SECRET. All Key Personnel and at least 60% of those who are expected to travel overseas must 
have an interim Top Secret clearance by the contract start date and subsequently prior to being 
assigned to this contract. This contract also requires permission to access and use Communications 
Security (COMSEC) material. 

TOP SECRET SCI will be required of some contractor personnel, including all Security Installation 
Managers (SIMs). 

Final SECRET, clearances and favorable Diplomatic Security (DS) name checks are required for 
travel to specific HUMINT threat posts for deployments of less than 60 days (cumulative for all posts 
visited in a calendar year). Interim SECRET clearances are not acceptable for such travel. Long- 
term deployments (in excess of 60 days) require Final TOP SECRET clearances; favorable DS name 
checks and submission of an acceptability review prior to deployment. 

The contractor is required to adhere to all security guidelines outlined in Executive Order 12958, 
(version 3/25/03 or most current) and the DoS Security Classification Guide for Design and 
Construction of Overseas Facilities (version 5/03 or most current) and other applicable security 
regulations not specifically addressed in this paragraph. 

H.2 TRAVEL COSTS (TIME-AND-MATERIALS/LABOR-HOUR) 

(a) Except as otherwise provided herein, the Contractor shall be reimbursed for its reasonable actual 
travel costs in accordance with its usual accounting practices consistent with FAR Subpart 3 1 .2, 
specifically FAR 3 1.205-46. Travel must be directly related to and required for performance of this 
contract, and authorized in advance and in writing by the Contracting Officer's Representative (COR) 
or a Government Technical Monitor (GTM) as delegated. At no time shall costs associated with 
employee commuting be reimbursable as a direct cost under this contract. 

(b) Travel costs shall not be burdened with any indirect costs unless specifically allowable in 
accordance with the Contractor's usual accounting practices consistent with FAR Subpart 31.2. In no 
event shall travel costs be burdened with fee/profit. 

(c) The Contractor shall include a breakout of all authorized travel expenses as an attachment to his 
invoices. Administrative support (coordination of travel arrangements, etc.) will be the responsibility 
of the Contractor. 

(d) Should any Contractor personnel be requested to perform in any area which has been determined 
by the Department of State to be a hazardous duty area, hazardous duty premium pay will be payable 
at the same rate as would be given to Department of State direct-hire employees pursuant to Chapter 
650 of the U.S. Department of State Standardized Regulations (Government Civilians, Foreign 
Areas). Each employee will be notified upon arrival at any hazardous duty area of the applicable 
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rates, terms and conditions at the time of performance. Hazardous duty premium pay shall not be 
burdened with any indirect costs (e.g., overhead, G&A) or fee/profit. 

(e) When local travel between the Contractor employee's regular place of performance and other 
locations is specifically authorized by the COR, transportation expenses shall be allowable costs 
under this contract. For the purposes of this clause, local travel means travel within a 50-mile radius 
of the Contractor employee's regular place of performance and does not include daily commuting or 
associated costs. 

(f) For travel where use of a personal automobile has been specifically authorized by the COR, 
reimbursement shall be computed on the basis of actual miles traveled from starting point to 
destination. Other related miscellaneous expenses, such as tolls and parking fees, incurred in the 
performance of tasks authorized under this contract, will be reimbursed. Car rentals require advance 
approval by the COR and will be authorized only when consistent with good business practice. 
Allowable costs shall not exceed the actual cost of renting a compact automobile (a maximum of one 
for five Contractor personnel), unless extenuating circumstances (e.g., excess baggage) require other 
arrangements and subsequent COR approval is obtained. 

(g) The Government will reimburse the Contractor for Contractor employee's travel time to or from 
authorized work locations; for all labor categories, including those exempt from the Fair Labor 
Standards Act. Given the unique requirements of this contract, special billing instructions regarding 
layovers and business class travel are provided in paragraph 2.1. A reimbursement will be allowed 
for travel during and in some cases beyond the employee's regular working hours. The Contractor 
will not be reimbursed for time spent in stand down or temporary layovers for the convenience of the 
Contractor except as authorized by the Federal Travel Regulations. 

(h) The Contractor shall be responsible for ensuring that all personnel who will be required to travel 
outside the United States have current and valid passports. The Contractor shall also be responsible 
for obtaining any visas required for travel to foreign countries under this contract. The Contractor 
shall make no direct labor charges for obtaining/maintaining passports and/or visas. 

H.3 GUIDANCE ON FLIGHTS OVER 14 HOURS AND LAYOVERS 

(a) Given the volume of required air flights of over 14 hours duration, the Government can achieve 
significant savings if economy class travel is used without a layover as is allowed by the Federal 
Travel Regulations. For flights over 14 hours in duration, the contractor will be able to bill an 
additional 8 hours "layover" time for the employee in exchange for giving up business class travel. 
Experience has shown travelers rarely take authorized layovers because they travel with excess 
baggage and the day of arrival at a post is typically spent in project orientation. The contractor must 
actually pay the employee for the 8 hours of "layover" time in order to invoice for this time. 

(b) If the employee takes an actual layover, only per diem will be authorized and the additional 
"layover" hours are NOT billable. The government reserves the right to direct business class travel if 
it is more economical than the cost of economy class plus the layover costs, or if it is otherwise 
operationally required. All trips must be pre-approved by the government, and only the most cost 
efficient itinerary will be approved. 
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H.4 TIME RECORDING OF TRAVEL 

For the time recording of overseas travel, the contractor may bill the total elapsed travel time up to a 
total of 24 hours. Elapsed travel time is based on the published airport departure and arrival times on 
the itinerary, which includes time between connecting flights. 

If elapsed travel time is over14 hours, the traveler is allowed to record a flat 8 hours layover in 
addition to the elapsed travel time, in lieu of business class travel. The government reserves the right 
to direct business class travel if it is more economical than the cost of economy class plus the layover 
costs. 

Travelers are not required to take a layover in route to claim the 8 hours of layover time. In fact, in 
most cases it will be claimed the day you arrive at or return from post, when flying non-stop. 

The government will only approve the most efficient itinerary. 

These procedures require you to distinguish between travel, layover, and work hours on your 
timesheet, e.g. add a 'T* or "L" after the project-function code for Travel or Layover hours. 

H.5 TRAVEL REPORTING 

A monthly report of travel and per diem costs is required with the submission of the monthly invoice. 
This report shall include the following for each trip: the traveler's name, ticket cost, departure and 
arrival dates (itinerary information), post(s) visited, total hotel cost, total per diem cost, total other 
miscellaneous costs, and shall be reported electronically in format to be mutually determined. The 
contractor shall also submit a copy of the original voucher summary page(s) for each travel 
accounting. Copies of the original receipts will only need to be provided on a selected basis for audit 
purposes. The cost of tickets, lodging, and MI&E shall be invoiced against the proper CLINs. 

H.6 TRAVEL MEDICAL EXPENSES 

Medical examinations, inoculation, and prescriptions required for travel to remote foreign posts shall 
be at the medical facility of the Offeror's choice. Medical expenses shall be approved by the COR 
prior to incurring the expense. To avoid the COR approving each transaction, a blanket agreement 
may be made for some of the expenses. The expenses will be invoiced at actual cost to the Incidental 
Expenses CLIN. 
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H.7 ADMINISTRATIVE SUPPORT FOR TRAVEL 

The administrative cost associated with procuring airline tickets, passports and visas shall be included 
in the overhead cost of each labor hour worked, The cost breakdown for ODCs should reflect this 
cost. No direct charge or otherwise productive labor hours may be made to the contract for making 
travel arrangements. 

H.8 PROJECT COST ACCOUNTING 

(a) The contractor must have an accounting system that can be certified by the Defense Contract 
Audit Agency (DCAA) for use with both time and material/labor hour and firm fixed-price contracts. 
The.government will provide a unique project number for each tasking. The government will define 
the project parameter and will work with the contractor to further refine the reporting and invoicing 
procedures after contract award. 

(b) The contractor shall account for all labor hours, travel (tickets, lodging, M&IE), and other direct 
costs billable to the contract by project. These costs will be further broken down by project-phase 
(e.g. survey, design, logistics, installation, etc.). Labor hours for those contractors identified as 
managers or administrative support shall be allocated to overall project management overhead. 
Travel and ODC not attributable to a particular project will also be allocated to overhead. 

(c) Project labor hours should be entered on a daily basis at the same time the contractor enters their 
timesheet hours. When traveling the labor hours may be entered on a weekly basis. Labor hours, 
travel and ODC shall be entered in the cost accounting database prior to invoicing unless the 
Contracting Officer for unique situations permits a deviation. 

H.9 ASSOCIATE CONTRACTORS 

Performance of this effort will require the Contractor to work closely with other contractors. The 
close interchange with associate contractors) may require access to, or release of, proprietary or 
limited/restricted rights data. To facilitate close cooperation and maximum effectiveness, the 
Contractor shall enter into agreements) with associate contractors to adequately protect such data 
from unauthorized use or disclosure. 
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SECTION I - CONTRACT CLAUSES 

1.1 52.252-02 CLAUSES INCORPORATED BY REFERENCE 

This contract incorporates one or more clauses by reference, with the same force and effect as if they 
were given in full text. Upon request, the Contracting Officer will make their full text available. Also, 
the full text of a clause may be accessed electronically at this/these address(es): 

FAR: www.amet. gov/far ' 

DOSAR: www.statebuv.gov/hoine.htm 



Clause 


Title 


Date 


52.202-01 


Definitions 


July 2004 


52.203-03 


Gratuities . 


April 1984 


52.203-05 


Covenant Against Contingent Fees 


April 1984 


52.203-06 


Restrictions On Subcontractor Sales To The Government 


July 1995 


52.203-07 


Anti-Kickback Procedures 


July 1995 


52.203-08 


Cancellation, Rescission, and Recovery of Funds for Illegal or Improper 
Activity 


January 1997 


52.203-10 


Price Or Fee Adjustment For Illegal Or Improper Activity 


January 1997 


52.203-12 


Limitation On Payments To Influence Certain Federal Transactions 


June 2003 


52.204-02 


Security Requirements 


August 1996 


52.204-04 


Printed or Copied Double-Sided on Recycled Paper. 


August 2000 


52.204-07 


Central Contractor Registration 


October 2003 


52.209-06 


Protecting the Government's Interest When Subcontracting With 
Contractors Debarred, Suspended, or Proposed for Debarment 


July 1995 


52.215-02 


Audit and Records—Negotiation 


June 1999 


52.215-08 


Order of Precedence-Uniform Contract Format 


October 1997 


52.215-11 


Price Reduction for Defective Cost or Pricing Data-Modifications 


October 1997 


52.215-13 


Subcontractor Cost Or Pricing Data — Modifications 


October 1997 


52.215-19 


Notification of Ownership Changes 


October 1997 


52.215-21 


Requirements Cost OR Pricing Data Or Information Other Than Cost 
Or Pricing Data — Modification 


October 1997. 


52.217-08 


Option To Extend Services 


November 
1999 


52.219-06 


Notice Of Total Small Business Set- Aside 


June 2003 


52.219-08 


Utilization of Small Business Concerns 


May 2004 


52.219-09 


Small Business Subcontracting Plan 


January 2002 


52.219-09 
Alt II 


Small Business Subcontracting Plan (Jan 2002) - Alternate II 


October 2001 


52.219-14 


Limitations On Subcontracting 


December 
1996 


52.219-16 


Liquidated Damages-Subcontracting Plan 


January 1999 


52.222-03 


Convict Labor 


June 2003 
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52.222-21 


Prohibition of Segregated Facilities 


rebruary iyyy 


52.222-26 


Equal Opportunity 


April 2002 


52.222-29 


Notification of Visa Denial 


June 2003 


52.222-35 


Equal Opportunity for Special Disabled Veterans, Veterans of the 
Vietnam Era, and Other Eligible Veterans 


December 
2001 


52.222-36 


Affirmative Action For Workers with Disabilities 


June 1998 


52.222-37 


Employment Reports on Special Disabled Veterans, Veterans of the 
Vietnam Era, and Other Eligible Veterans 


December 
2001 


52.222-41 


Service Contract Act Of 1965, As Amended 


May 1989 


52.222-43 


Fair Labor Standards Act And Service Contract Act - Pnce Adjustment 
(Multiple Year And Option Contracts) 


May 1989 


52.223-05 


Pollution Prevention and Right-to-Know Information 


August 2003 


52.223-06 


Drug Free Workplace 


May 2001 


52.223-10 


Waste Reduction Program. 


August 2000 


52.223-14 


Toxic Chemical Release Reporting 


August 2003 


52.225-13 


Restrictions on Certain Foreign Purchases 


March 2005 


52.226-01 


Utilization Of Indian Organizations And Indian-Owned Economic 
Enterprises 


June 2000 


52.227-01 


Authorization and Consent 


July 1995 


52.227-02 


Notice And Assistance Regarding Patent And Copy Infringement 


August 1996 


52.227-14 


Rights in Data — General 


June 1987 


52.226-01 


Utilization Of Indian Organizations And Indian-Owned Economic 
Enterprises 


June 2000 


52.227-01 


Authorization and Consent 


t..i.. i rtrtc 

July 1995 


52.227-02 


Notice And Assistance Regarding Patent And Copy Infringement 


August 1996 . 


52.227-14 


Rights in Data — General 


June 1987 


52.227-16 


Additional Data Requirements 


June 1987 


52.228-03 


Worker's Compensation Insurance (Defense Base Act) 


April 1 984 


52.228-05 


Insurance - Work On A Government Installation 


January 1 997 


52.229-03 


Federal, State And Local Taxes 


Apnl2003. 


52.229-06 


Taxes—Foreign Fixed-Price Contracts 


June 2003 


52.230-02 


Cost Accounting Standards > 


April 1998 


52.230-06 


Administration of Cost Accounting Standards 


November 
1999 


52.232-01 


Payments • 


April 1984 


52.232-08 


Discounts For Prompt Payment 


February 2002 


52.232-09 


Limitation Un Witndrawing (Jl Payment 


April 1 984 


52.232- 1 1 


Extras 


April 1984 


919 1 7 


lnisresi 


june iyyo 


52.232-18 


Availability Of Funds 


April 1984 


52.232-23 


Assignment Of Claims 


January 1986 


52.232-25 


Prompt Payment 


October 2003 


52.232-33 


Payment by Electronic Funds Transfer-Central Contractor Registration 


October 2003 


52.233-01 


Disputes 


July 2002 
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52.233-03 


Protest After Award 


August 1996 


52.237-02 


Protection Of Government Buildings, Equipment, And Vegetation 


a «h1 i no a 
Apni iyo4 


52.237-03 


Continuity Ut services 


January iyyi 


52.242-13 


Bankruptcy 


July 1995 


52.243-01 


Changes-Fixed Price 


August 1987 


52.243-03 


Changes-Time-And-Material Or Labor-Hours 


September 
2000 


52.245-02 


Government Property (Fixed Price Contracts) 


May 2004 


52.245-05 


Government Property (Cost-Reimbursement, Time-And-Matenals, Or 
Labor Hour Contracts) 


May 2004 


52.245-19 


Government- Property Furnished As Is 


A '11 AO J 

April 1984 


52.246-25 


Limitation Of Liability-Services 


February 1997 


52.247-63 


Preference For U.S. Flag Air Carriers 


June 2003 


52.248-01 


Value Engineering 


February 2000 


52.249-02 


Termination for Convenience of the Government (Fixed-Price) 


May 2004 


52.249-08 


Default (Fixed-Price Supply and Service) 


April 1984 


52.253-01 


Computer Generated Forms 


January 1991 


652.216-70 


Ordering - Indefinite-Delivery Contract 


April 2004 i 


.652.225-71 


Section 8(a) of the Export Administration Act of 1979, as Amended 


August 1999 


652.228-71 


Worker s Compensation Insurance (Defense Base Act) - Services 


August 1999 


652.228-74 


Defense Base Act Insurance Rates - Limitation - Fixed-Pnce 


August 1999 


652.228-76 


Defense Base Act Insurance Rates - Limitation -Cost-Reimbursement, 
Labor-Hour, and Time-and-Matenals 


August 1999 


652.229-71 


Personal. Property Disposition at Posts Abroad 


August 1999 


OjZ.Zjo-/U 


Acciaent rrevenuon 


April ZUU4 


652.237-72 


Observance of Legal Holidays and Administrative Leave 


April 2004 


652.242-71 

r 


Notice of Shipment . 


December 
1994 


652.243-70 


Notices 


August 1999 









1.2 52.216-18 ORDERING (OCTOBER 1995) 

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance 
of delivery orders or task orders by the individuals or activities designated in the Schedule. 
Such orders may be issued from date of award for the Base year through one year. 

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. 
In the event of conflict between a delivery order or task order and this contract, the contract 
shall control. 

(c) If mailed, a delivery order or task order is considered "issued" when the Government 
deposits the order in the mail. Orders may be issued orally, by facsimile, or by electronic 
commerce methods only if authorized in the Schedule. 

L3 52.216-19 ORDERING LIMITATIONS (OCTOBER 1995) 

(a) Minimum order. When the Government requires supplies or services covered by this 
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contract in an amount of less than $25.00, the Government is not obligated to purchase, nor is 
the Contractor obligated to furnish, those supplies or services under the contract. 

(b) Maximum order. The Contractor is not obligated to honor- ■ 

(1) Any order for a single item in excess of the maximum quantities shown in Section B, 
Supplies or Services and Prices; 

(2) Any order for a combination of items in excess of $40,000,000.00; or 

(3) A series of orders from the same ordering office within seven calendar days that together 
call for quantities exceeding the limitation in paragraph (b)(1) or (2) of this section. 

(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 
52.216-21 of the Federal Acquisition Regulation (FAR)), the Government is not required to 
order a part of any one requirement from the Contractor if that requirement exceeds the 
maximum-order limitations in paragraph (b) of this section. 

(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any 
order exceeding the maximum order limitations in paragraph (b), unless that order (or orders) 
is returned to the ordering office within 10 days after issuance, with written notice stating the 
Contractor's intent not to ship the item (or items) called for and the reasons. Upon receiving 
this notice, the Government may acquire the supplies or services from another source. 

1.4 52.216-22 INDEFINITE QUANTITY (OCT 1995) 

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective 
for the period stated, in the Schedule. The quantities of supplies and services specified in the 
Schedule are estimates only and are not purchased by this contract. 

(b) Delivery or performance shall be made only as authorized by orders issued in accordance 
with the Ordering clause. The Contractor shall furnish to the Government, when and if 
ordered, the supplies or services specified in the Schedule up to and including the quantity 
designated in the Schedule as the "maximum." The Government shall order at least the 
quantity of supplies or services designated in the Schedule as the "minimum." 

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, 
there is no limit on the number of orders that may be issued. The Government may issue 
orders requiring delivery to multiple destinations or performance at multiple locations. 

(d) Any order issued during the effective period of this contract and not completed within that 
period shall be completed by the Contractor within the time specified in the order. The 
contract shall govern the Contractor's and Government's rights and obligations with respect to 
that order to the same extent as if the order were completed during the contract's effective 
period; provided, that the Contractor shall not be required to make any deliveries under this 
contract after expiration of contract. 

1.5 52.217-08 OPTION TO EXTEND SERVICES (NOV 1999) 

The Government may require continued performance of any services within the limits and at 
the rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be 
exercised more than once, but the total extension of performance hereunder shall not exceed 6 
months. The Contracting Officer may exercise the option-by written notice to the Contractor 
within sixty (60) days. 
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1.6 52.21 7-09 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 
2000) 

(a) The Government may extend the term of this contract by written notice to the Contractor 
within sixty (60) days; provided that the Government gives the Contractor a preliminary 
written notice of its intent to extend at least sixty (60) days before the contract expires. The 
preliminary notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to 
include this option clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed five (5) years. 

1.7 52.219-23 NOTICE OF PRICE EVALUATION ADJUSTMENT FOR SMALL 

DISADVANTAGED BUSINESS CONCERNS (JUNE 2003) 

(a) Definitions. As used in this clause- 

"Small disadvantaged business concern" means an offeror that represents, as part of its offer, 
that it is a small business under the size standard applicable to this acquisition; and either- 
(1) It has received certification by the Small Business Administration as a small 
disadvantaged business concern consistent with 13 CFR part 124, subpart B; and 

(1) No material change in disadvantaged ownership and control has occurred since its 
certification; 

(ii) Where the concern is owned by one or more disadvantaged individuals, the net worth of 
each individual upon whom the certification is based does not exceed $750,000 after taking 
into account the applicable exclusions set forth at 13 CFR 124.104(c)(2); and 

(iii) It is identified, on the date of its representation, as a certified small disadvantaged 
business concern in the database maintained by the Small Business Administration (PRO- 
Net). 

(2) It has submitted a completed application to the Small Business Administration or a Private 
Certifier to be certified as a small disadvantaged business concern in accordance with 13 CFR 
part 124, subpart B, and a decision on that application is pending, and that no material change 
in disadvantaged ownership and control has occurred since its application was submitted. In 
this case, in order to receive the benefit of a price evaluation adjustment, an offeror must 
receive certification as a small disadvantaged business concern by the Small Business 
Administration prior to contract award; or 

(3) Is a joint venture as. defined in 13 CFR 124.1002(f). 

"Historically black college or university" means an institution determined by the Secretary of 
Education to meet the requirements of 34 CFR 608.2. For the Department of Defense (DoD), 
the National Aeronautics and Space Administration (NASA), and the Coast Guard, the term 
also includes any nonprofit research institution that was an integral part of such a college or 
university before November 14, 1986. 

"Minority institution" means an institution of higher education meeting the requirements of 
Section 1046(3) of the Higher Education Act of 1965 (20 U.S.C. 1067k, including a Hispanic- 
serving institution of higher education, as defined in Section 316(b)(1) of the Act (20 U.S.C. 
1101a)). 

(b) Evaluation adjustment. 

(1) The Contracting Officer will evaluate offers by adding a factor of ten (10) percent to the 
price of all offers, except- 
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(1) Offers from small disadvantaged business concerns that have not waived the adjustment; 

(ii) An otherwise successful offer of eligible products under the Trade Agreements Act when 
the dollar threshold for application of the Act is equaled or exceeded (see section 25.402 of 
the Federal Acquisition Regulation (FAR)); 

(iii) An otherwise successful offer where application of the factor would be inconsistent with 
a Memorandum of Understanding or other international agreement with a foreign government; 

(iv) For DoD, NASA, and Coast Guard acquisitions, an otherwise successful offer from a 
historically black college or university or minority institution; and 

(v) For DoD acquisitions, an otherwise successful offer of qualifying country end products 
(see sections 225.000-70 and 252.225-7001 of the Defense FAR Supplement). 

(2) The Contracting Officer will apply the factor to a line item or a group of line items on 
which award may be made. The Contracting Officer will apply other evaluation factors 
described in the solicitation before application of the factor. The factor may not be applied if 
using the adjustment would cause the contract award to be made at a price that exceeds the 
fair market price by more than the factor in paragraph (b)(l ) of this clause. 

(c) Waiver of evaluation adjustment. A small disadvantaged business concern may elect to 
waive the adjustment, in which case the factor will be added to its offer for evaluation 
purposes. The agreements in paragraph (d) of this clause do not apply to offers that waive the 
adjustment. 

Offeror elects to waive the adjustment. 

(d) Agreements. 

(1) A small disadvantaged business concern, that did not waive the adjustment, agrees that in 
performance of the contract, in the case of a contract for- 

(1) Services, except construction, at least 50 percent of the cost of personnel for contract 
performance will be spent for employees of the concern; 

(ii) Supplies (other than procurement from a nonmanufacturer of such supplies), at least 50 
percent of the cost of manufacturing, excluding the cost of materials, will be performed by the 
concern; 

(iii) General construction, at least 1 5 percent of the cost of the contract, excluding the cost of 
materials, will be performed by employees of the concern; or 

(iv) Construction by special trade contractors, at least 25 percent of the cost of the contract, 
excluding the cost of materials, will be performed by employees of the concern. 

(2) A small disadvantaged business concern submitting an offer in its own name shall furnish 
in performing this contract only end items manufactured or produced by small disadvantaged 
business-concerns in the United States or its outlying areas. This paragraph does not apply to 
construction or service contracts. 

L8 52-222-42 - STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES 

(MAY 1989) 

In compliance with the Service Contract Act of 1965, as amended, and the regulations of the 
Secretary of Labor (29 CFR part 4), this clause identifies the classes of service employees 
expected to be employed under the contract and states the wages and fringe benefits payable 
to each if they were employed by the contracting agency subject to the provision's of 5 U.S.C. 
5341 or 5332. 
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CLIN# 


Position 


GS Grade 


Hourly Wage Ranee 


0005A 


Project Engineer 


13 


$38.95 


0005B 


Senior Engineer 


12-13 


$32.75 - $38.95 


0005C 


Equipment Technician 


11-12 


$27.33 - $32.75 


0005D 


Technical Specialist 


10-11 


$24.87 - $27.33 


0005E 


Sr. Installation Technician 


11-12 


$27.33 - $32.75 


0005F 


Sr, Technician 


11-12 


$27.33 - $32.75 


0005G 


Project Coordinator 


12 


$32.75 


0005H 


Senior Project Coordinator 


13 


$38.95 


00051 


Project Analyst 


11-12 


$27.33 -$32.75 


0005J 


Senior Project Analyst 


13 


$38.95 


0005K 


Technical Analyst 


11-12 


. $27.33 - $32.75 


0005L 


Systems Analyst 


13 


538.95 


0005M 


Architectural Drafter (CADD) 


13-14 


$38.95 - $46.03 


0005N 


Senior Architectural Drafter (CADD) 


14-15 


$46.03 -$54.14 


0005O 


Senior Analyst 


11-12 


$27.33 - $32.75 


0005P 


Technical Writer . 


10-11 


$24.87 - $27.33 


0005Q 


Senior Technical Writer 


11-12 


$27.33 - $33.75 


0005R 


Logistics Warehouse Technician 


11 


$33.75 


0005S 


Logistics Technician 


9-10 


$22.59 -$24.87 


0005T 


Administrative Clerk 


6-7 


$16.62 -$18.46 


0005U 


Administrative Assistant 


7-8 


$18.46-520.45 



1.9 52.252-06 AUTHORIZED DEVIATIONS IN CLAUSES (APRIL 1984) 



(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter I) 
clause with an authorized deviation is indicated by the addition of "(DEVIATION)" after the date of 
the clause. 

(b) The use in this solicitation or contract of any Department of State Acquisition Regulation (48 
CFR Chapter 6) 

clause with an authorized deviation is indicated by the addition of "(DEVIATION)" after the name of 
the regulation. 

1.10 652.237-71 IDENTIFICATION/BUILDING PASS (APRIL 2004) 

(a) Contractors working in domestic facilities who already possess a security clearance. 

(1) The contractor shall obtain a Department of State building pass for all employees performing 
under this contract who require frequent and continuing access to Department of State facilities. The 
Bureau of Diplomatic Security, Office of Domestic Facilities Protection shall issue passes. They shall 
be used for the purpose of facility access only, and shall not be used for any other purpose. 

(2) The contractor shall submit a Visitor AuthorizationRequest (VAR) Letter to the Bureau of 
Diplomatic Security, Information Security Programs Division, Industrial Security Branch 
(DS/ISP/INB) on its cleared employees containing the following information: 
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(i) Contractor employee's full name, social security number, and date of birth; 

(ii) Contractor's company name; 

(iii) Security clearance level; 

(iv) Date the clearance was granted; 

(v) Name of the contractor's Facility Security Officer ; 

(vi) Contracting Officer's Representative (COR); and, 

(vii) Contract number. 

(3) DS/ISP/INB shall process and approve the VAR letter, if appropriate. The approved VAR letter 
shall be forwarded to the contractor for their records. 

(4) The contractor employee shall hand-carry the following documentation to the Building Pass 
Office, Department of State, 520 23 rd Street, courtyard of Columbia Plaza, Washington, DC: 

(i) A Department of State sponsorship letter from the COR, addressing the following: 

(A) The purpose for which the pass is being requested; 

(B) The employee's valid security clearance level (reflected on the VAR); 
(Q Contract number and period of performance; 

(D) Type of access (24/7, normal business hours, escort authority or no escort authority granted); and, 

(E) Expiration date of building pass (1 year or 3 years); 

(ii) Letter on company letterhead to accompany the application, containing the following information: 

(A) The purpose for which the pass is being requested; 

(B) Verification of employment; 

(C) The employee's varfd security clearance level; and, 

(D) Contract number and period of performance; and 

(iii) The DS-1838, Request for Building Pass Identification Card. 

(b) Contractors working in domestic facilities where security clearances are not required. 
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(1) The contractor shall obtain a Department of State building pass for all employees performing 
under this contract who require frequent and continuing access to Department of State facilities. The 
Bureau of Diplomatic Security, Office of Domestic Facilities Protection, shall issue passes. They 
shall be used for the purpose of facility access only, and shall not be used for any other purpose. 

(2) The contractor shall submit the following paperwork, in original, to the Bureau of Diplomatic 
Security, Information Security Programs Division, Industrial Security Branch (DS/ISP/INB): 

(i) SF-85P, Questionnaire for Public Trust Positions; 

(ii) SF-85P/S, Supplemental Questionnaire for Selected Positions ; and, 

(iii) DOS Credit Release, which may be obtained from DS/ISP/INB via mail or facsimile. 

(3) DS/ISP/INB shall conduct a preliminary background check. If the background check is favorable, 
DS/ISP/INB will forward a letter to the company Facility Security Officer (FSO) notifying them that 
the individual may proceed to the Building Pass Office to continue the badging process. DS/ISP/INB 
will forward a copy of this letter to the Building Pass Office. 

(4) When a contractor employee is approved to receive a building pass, he/she shall hand-carry the 
following documentation to the Contractor Building Pass Office, Department of State, 520 23 rd 
Street, NW, courtyard of Columbia Plaza, NW, Washington, DC. : 

(i) A Department of State sponsorship letter from the COR, addressing the following: 

(A) The purpose for which the pass is being requested; 

(B) Whether or not the employee has a valid security clearance; 

(C) Contract number and period of performance; 

(D) Type of access (24/7, normal business hours, escort authority or no escort authority granted); and 

(E) Expiration date of building pass (1 year or 3 years); 

(ii) DS Form 1 838, Request for Building Pass Identification Card ; 

(iii) Letter on company letterhead to accompany the application, containing the following 
information: 

(A) The purpose for which the pass is being requested; 

(B) Verification of employment; 

(C) Whether or not the applicant has a valid security clearance; and, 

(D) Contract number and period of performance; 
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(iv) Original SF-85P or a copy of the SF-85P, with an original signature and current date; 

(v) Original SF-85P/S or a copy of the SF-85P/S, with an original signature and current date; 

(vi) Copy of the DOS Credit Release, with an original signature and current date; and, 

(vii) Original proof of U.S. citizenship, such as a birth certificate or valid U.S. passport. Non-U.S. 
citizens must submit a valid photo Immigration and Naturalization Service Employment 
Authorization Document (INS EAD). . 

(5) Applicants shall be fingerprinted at the Building Pass Office and the process for a building pass 
shall be initiated. The approval process shall take at least 48 hours. Applicants shall not return to the 
Building Pass Office until they receive notification from DS/ISP/INB that the process is complete. 
Once DS/ISP/INB receives notification from the Building Pass Office that a building pass can be 
issued, DS/ISP/INB shall notify the FSO and the COR that the applicant has been approved for initial 
contract performance. 

(c) Contractors working in overseas facilities. Contractors shall submit appropriate documentation to- . 
obtain building passes as specified in the contract. 

(d) All contractor employees, both domestic and overseas, shall wear the passes in plain sight at all 
times while in Department of State buildings. All contractor employees shall show their passes, 
where appropriate, when entering these buildings and upon request of uniformed guards or any other 
authorized personnel. 

(e) All passes shall be returned to the COR upon separation of the employee, or expiration or 
termination of the contract. Final payment under this contract shall not be made until all passes are 
returned to the COR. 

1.11 652.242-70 CONTRACTING OFFICER'S REPRESENTATIVE (COR) (AUGUST 
1999) 

(a) The Contracting Officer may designate in writing one or more Government employees, by name 
and position title, to take action for the Contracting Officer under this contract. Each designee shall 
be identified as a Contracting Officer's Representative (COR). Such designations) shall specify the 
scope and limitations of the authority so delegated; provided, that the designee shall not change the 
terms or conditions of the contract, unless the COR is a warranted Contracting Officer and this 
authority is delegated in the designation. 

(b) The COR is (to be determine after award has been made.) 



NOTE: Contractor's proposal dated 20 June 2005, is incorporated into this contract. 
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SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 
LIST OF ATTACHMENTS 



Appendix A - Glossary of Terminology 
Appendix B - Security Systems and Equipment 
' Appendix C - Organizational Structure 
Appendix D - Applicable Standards 
Appendix E - Software 
Appendix F - Service Contract Act 

Wage Determination No. 2103 
Appendix G - DD Form 254, Department of 
Defense Contract Security 



TITLE 



NO. OF 
PAGES 



Classification Specification 



15 
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Glossary of Terminology 

GTM(s) - Government Technical Monitor(s) 

A/LM - Deputy Assistant Secretary for Logistics Management 

Automated Access Control (ACC) 

Bills of Materials (BOM) - List of material and quantities for projects 

BOCA - Building Officials Code Administration 

CAA - Controlled Access Area 

CADD Computer Aided Drafting and Design 

CCTV Closed Circuit Television System 

CLIN - Contract Line Item Number 

COMSEC - Communications Security 

CONUS - Continental United States 

COR - Contracting Officer's Representative 

CTO - Chief Technology Officer 

DPD - Diplomatic Protective Details 

DoS - Department of State 

DP - Diplomatic Pouch 

DS/C - Deputy Assistant Secretary for Countermeasures 

DS/C/PSP - Office of Physical Security Programs 

DS/DO - Deputy Assistant Secretary for Domestic Operations 

DS/FSE/FSB - Field Support Branch 

DS/FSE/PME - Project Management arid Engineering Branch 

DS/FSE/TDB - Technology Development Branch 

DS/IP - Deputy Assistant Secretary for International Programs 

DS/ST/FSE - Facility Security Engineering Division' 

EDP - Explosive Detection Program 

FTE - Full Time Employee 

GFE - Government Furnished Equipment 

GLID - Global Identification 

IAW - In Accordance With 

IDS - Intrusion Detection System 

ERM - Information Resource Management 

ISE - In-Service Engineering 

LAA - Limited Access Area 

LRA - Logistics Reengineering Application 

NEC - National Electrical Code 

NFPA - National Fire Protection Program 

NLT - Not Later Than 

O&M Period - Operations and Maintenance Period 
OBO - Overseas Building Operations 

OBO/SM - Overseas Building Operations / Security Management 

PKI - Public Key Infrastructure 

PME - Project Management and Engineering Branch 
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Page 2 of 2 

Glossary of Terminology 

TDB - Technology Development Branch 

DME : Domestic Management and Engineering Branch 

PSP - Physical Security Program 

RDSE - Regional Director of Security Engineering 

RF - Radio Frequency 

SA-24 - State Annex 24 (Kingstowrie) 

SDE - Systems Development Engineering 

SIC - Systems Interface Cabinet 

SEMP - Security Equipment Maintenance Program 

SEO - Security Engineering Officer 

SIMS -Site Installation Management Specialist 

ST - Office of Security Technology 

STO - Security Technology Operations Division 

STS - Security Technical Specialist 

TIA/EIA - Telecommunications Building Wiring Standard 

SCI - Sensitive Compartmented Information 

TSIS - Technical Security Installation Standards 

Bluebook - Technical Security Standards 

VBMP - Vehicle Barrier Maintenance Program 
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Security Systems and Equipment 



The following is a list of the major types of DoS security equipment and systems used 
worldwide. This list is only representative, is not complete and is subject to change. 



Equipment/System 


Magnitude 


Scope 


Intrusion detection systems (IDS) 


A.11 facilities 


Various types for CAA and LAA 


Automated access control systems (ACC), 
including Smart Card technical systems 


Vlost all facilities 


Various types for CAA and LAA 


Closed circuit television (CCTV) controllers, 
monitors, and switchers 


All facilities 


Various types for the perimeter, 
CAA and LAA 


Digital Video Recording systems 


Most all 
facilities 


Various types (350 worldwide) 


Intercoms 


Most all 
facilities 


Various types * 


Door Control systems 


Most all 
facilities 


Various types 


Perimeter Security and alarms 


All facilities 


Various types 


X-ray equipment 


Most all 
facilities 


Various types (650 worldwide) 


Explosive detection systems 


Most all 
facilities 


Various types (1,000 worldwide) 


Walk through Metal Detectors 


Most all 
facilities 


Various types (2,500 worldwide) 


Network routers/switchers/hubs 


Most all 
facilities 


Various types 


Conduit, cabling and wiring management 


All facilities 


Various types 


Security Interface Cabinet (SIC) Equipment 


All facilities 


Main and sub cabinets 


Imminent Danger Notification Systems 


Most all 
facilities 


Hard wire and wireless 


Emergency Notification Systems 


Most all 
facilities 


Various types 


Irritant and Airborne Deterrent Systems 


Most all 
facilities 


Various types 


Post One Technical Security Equipment 


Many facilities 


Typical command center 
equipment 


Alarm Systems and Sensors 


All facilities 


Various types 


Chemical and biological detection systems 


Many facilities 


Various types 
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Equipment/System 


Magnitude 


Scope 


Electromechanical vehicle barriers, wedges, 
bollards, drop-arms and gates 


Most all facilities 


Overseas . 
concentration 


Video Motion Detection Systems 


Limited number of 
facilities 


Expected growth 


Badging systems 


Limited number of 
facilities 


Overseas 
concentration 


Biometric sensors 


Limited number of 
facilities 


Expected growth 


Power Systems-UPS and Power Supplies 


Most all facilities 


Various types 


Interface Digital Equipment-Modems, 
Encryption Systems 


All facilities 


Various types 


Fiber optics systems 


Limited number of 
facilities 


Expected growth 


Locks and Related Physical Security 
Hardware 


All facilities 


Various types 
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Organizational Structure 
Bureau of Diplomatic Security 

Countermeasures Directorate 

Office of Security Technology 

Facility Security Engineering Division 

Project Management and Engineering Branch 

Domestic Management and Engineering Branch 

Technology Development Branch 
Field Support Branch 
Project Management and Engineering Branch 
Located at SA-24 

Major Functions: Project planning/liaison, design/engineering, and implementation for 
overseas facilities 

Domestic Management and Engineering Branch 
Located at SA-24 

Major Functions: Project planning/liaison, design/engineering, implementation, 
maintenance and repair, security network management and configuration for domestic 
facilities 

Technology Development Branch 
Located at SA-24 

Major Functions: Test, evaluation, system development and in-service engineering 
support for systems worldwide 
Field Support Branch 
Located at SA-07 

Major Functions: Logistics and asset management for fielded system worldwide 
Annex addresses may be found by viewing www.state.gov 
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Applicable Standards 

This list is not designed to be a complete listing of all applicable standards. It represents 
only typical standards that govern the work. Revision dates can be expected to change 
without prior notice. 

• Department of State, Architectural & Engineering Design Guidelines for Diplomatic 
Mission Buildings, Volumes 1 through 5, July 2001. 

• Department of State, Compendium of Design Standards, Criteria and Guidelines for 
Specific Types of Security Projects, July 2, 1 999. 

• Foreign Affairs Handbook on Physical Security, 12 FAH-5, March 97, Unclassified 

• Foreign Affairs Handbook on Physical Security, 12 FAH-6, Classified 

• Classification Guide for Design and Construction Projects Overseas, 1991 

• Department of State, Technical Security Installation Standards Handbook (Bluebook), 
May 1999 

• Security Equipment Maintenance Procedures Field Maintenance Guide (Technopedia), 
Volumes 1 through 10, current editions 

• Department of State, Diplomatic Security, "Recommended Procedures for Securing 
Lock and Leave Facilities", undated 

• Department of State, Diplomatic Security, Systems Development & Engineering, SDE 
Application Guide for the Best Power Ferrups FE Series Uninterruptible Power Supply 
(USP), January 2001 

• Department of State, Diplomatic Security, Systems Development & Engineering, 
Application Guidelines, SDE Application Guide for the WHEELOCK Multi-Circuit 
SAFEPATH Panel, October 2000 

• Department of State, OBO/SM, Junction Box Installation Standards dated May 2000 

• National Electric Code, current edition 

• TIA/EIA Telecommunications Building Wiring Standard, current edition 

• Managing State Projects, Student manual 
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CONTRACT NO. S-AQMPD-05-D-1 115 Appendix 
Software 

The software listed below is commonly used by DS and will serve as a baseline for 
production. All contractor-provided computer systems must include these basic 
requirements. Versions/Release dates will be determined by discussion with COR. 

Windows NT & XP operating systems 

Microsoft Access 

Microsoft Word 

Microsoft Project 

AutoCAD 

Microsoft Outlook 

Microsoft PowerPoint 

Microsoft Excel 

PeopleSoft 

Maximo 
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REGISTER OF WAGE DETERMINATIONS UNDER 

THE SERVICE CONTRACT ACT 
By direction of the Secretary of Labor 



William W. Gross 
Director 



Division of 
Wage Determinations 



U.S. DEPARTMENT OF LABOR 
EMPLOYMENT STANDARDS ADMINISTRATION 
WAGE AND HOUR DIVISION 
WASHINGTON D.C. 20210 



Wage Determination No. : 1994-2103 
Revision No. : 33 
Date Of Last Revision: 03/10/2005 



States: District of Columbia, Maryland, Virginia 
Area: District of Columbia Statewide 

Maryland Counties of Calvert, Charles, Frederick, Montgomery, Prince George's, 
St 

Mary ' s 

Virginia Counties of Alexandria, Arlington, Fairfax^ Falls Church, Fauquier, 
King 

George, Loudoun, Prince William, Stafford 



**Fringe Benefits Required Follow the Occupational Listing** 
OCCUPATION. CODE - TITLE MINIMUM WAGE RATE 



01000 - 


Administrative Support and Clerical Occupations 




01011 




Accounting Clerk I 




12.16 


01012 




Accounting Clerk II 




12.86 


01013 




Accounting Clerk III 




14.89 


01014 




Accounting Clerk IV 




16.65 


01030 




Court Reporter 




17. 02 


01050 




Dispatcher, Motor Vehicle 




16.50 


01060 




Document Preparation Clerk 




12.75 


01070 




Messenger (Courier) 




10.23 


01090 




Duplicating Machine Operator 




12.75 


01110 




Film/Tape Librarian 




15.10 


01115 




General Clerk I 




11.68 


01116 




General Clerk II 




13.72 


01117 




General Clerk III 




15.32 


01118 




General Clerk IV 




18 . 7.4 


01120 




Housing Referral Assistant 




19.30 


01131 




Key Entry Operator I 




12.67 


01132 




Key Entry Operator II 




13.82 


01191 




Order Clerk I 




14 . 74 


01192 




Order Clerk II 




16.29 


01261 




Personnel Assistant (Employment) 


I 


13.05 


01262 




Personnel Assistant (Employment) 


II • 


15.10 


01263 




Personnel'Assistant (Employment) 


III 


17.02 


01264 




Personnel Assistant (Employment) 


IV 


19.60 


01270 




Production Control Clerk 




18.89 


01290 




Rental Clerk 




15.42 


01300 




Scheduler, Maintenance 




15.26 


01311 




Secretary I 




16.11 


01312 




Secretary II 




17.31 


01313 




Secretary III 




19.30 


01314 




Secretary IV 




21.45 



UNCLASSIFIED 



UNCLASSIFIED 



01315 




Secretary V 


23.75 


01320 




Service Order Dispatcher 


15.82 


01341 




Stenographer I 


15.15 


01342 




Stenographer II 


16.47 


0140O 




Supply Technician 


21.45 


01420 




Survey Worker (Interviewer) 


16.43 


01460 




Switchboard Operator-Receptionist 


12.06 






Tefit- Examiner 


17.31 


v J. -24 w 




Test Proctor 


17.31 






Travel Clerk I 


11.63 






Travel Clerk II 


12.49 


oi 571 




Travel Clerk III 


1-3.41 


01S1 1 




Word Processor I 


12.75 


01 fil 2 




Word Processor II 


15.10 






Word Processor III 


17.02 


V J u UU 


Automatic Data Processing Occupations 




03 010 




Computer Data Librarian 


. 15.10 


03041 




Computer Operator I 


15.10 


07042 




Computer Operator II 


17.02 






Computer Operator III 


18.89 


v j u *± 




Computer Operator IV 


21.09 


03045 




Computer Operator V 


23.35 


03071 




Computer Programmer I (1) 


19.64 


rti o*7? 




Computer Programmer II (1) 


23 . 33 


U A VI I 3 




Computer Programmer III (1) 


27 .62 


ni()74 
UJ u / * 




Computer Programmer IV (1) 


27 . 62 


on oi 




Computer Systems Analyst I (1) 


27.62 


■ 071 r>9 




Computer Systems Analyst II (l) 


27 . 62 






Computer Systems Analyst III (1) 


27.62 


03 160 




Peripheral Equipment Operator 


15.10 


05000 - 


Automotive Service Occupations 




n 5 n ri K 




Automotive Body Repairer, Fiberglass 


22 . 73 


0501 0 




Automotive Glass Installer 


17 . 88 






Automotive Worker 


17 . 88 






Electrician, Automotive 


18 . 95 


0 5100 




Mobile Equipment Servicer 


15 . 69 


051 70 




Motor Equipment Metal Mechanic 


19 . 98 


ft51 <sO 




Motor Equipment Metal Worker 


17 . 88 


V w X 7 V 




Motor Vehicle Mechanic 


20 . 07 


05220 




Motor Vehicle Mechanic Helper 


16.81 


05250 




Motor Vehicle Upholstery Worker 


17.88 


05280 




Motor Vehicle Wrecker 


17. 88 


05310 




Painter, Automotive 


18 . 95 


05340 




Radiator Repair Specialist 


17 .88 


05370 




Tire Repairer 


14 .43 


05400 




Transmission Repair Specialist 


19. 98 


07000 - 


Food Preparation and Service Occupations 




(not set) - Food Service Worker 


9 . 91 


07010 




Baker 


12 .25 


07041 




Cook I 


11.53 


07042 




Cook II 


12.79 


07070 




Dishwasher 


9.76 


07130 




Meat Cutter 


16.07 


07250 




Waiter/Waitress 


8.59' 


0900O - 


Furniture Maintenance and Repair Occupations 




09010 




Electrostatic Spray Painter 


.18 . 05 


09040 




Furniture Handler 


12.55 



UNCLASSIFIED 



UNCLASSIFIED 



09070 - Furniture Refinisher 
09100 - Furniture Refinisher Helper 
09110 - Furniture Repairer, Minor 
09130 - Upholsterer 
11030 - General Services and Support Occupations 
11030 - Cleaner, Vehicles 
11060 - Elevator Operator 
11090 - Gardener 

11121 - House Keeping Aid I 

11122 - House Keeping Aid II 
11150 - Janitor 

11210 - Laborer, Grounds Maintenance 

11240 - Maid or Houseman 

11270 - Pest Controller 

11300 - Refuse Collector 

11330 - Tractor Operator 

11360 - Window Cleaner 
12000 - Health Occupations 

12020 - Dental Assistant 
' 12040 - Emergency Medical Technician (EMT) /Paramedic/ Ambulance Driver 

12071 - Licensed Practical Nurse I 

12072 - Licensed Practical Nurse II 

12073 - Licensed Practical Nurse III 
12100 - Medical Assistant 

1213 0 - Medical Laboratory Technician 
' 12160 - Medical Record Clerk 

12190 - Medical Record Technician 

12221 - Nursing Assistant I 

12222 - Nursing Assistant II 

12223 - Nursing Assistant III 

12224 - Nursing Assistant IV 
12250 - Pharmacy Technician 
12280 - Phlebotomist 

12311 - Registered Nurse I 

12312 - Registered Nurse II 

12313 - Registered Nurse II, Specialist 

12314 - Registered Nurse III 

■12315 - Registered Nurse III, Anesthetist 
12316 - Registered Nurse IV 
13000 - Information and Arts Occupations 
13002 - Audiovisual Librarian 

13011 - Exhibits Specialist I 

13012 - Exhibits Specialist II 

13013 - Exhibits Specialist III 

13041 - Illustrator I 

13042 - Illustrator II ' 

13043 - Illustrator III 
13047 - Librarian 

13050 - Library Technician 

13071 - Photographer I 

13072 - Photographer II 

13073 - Photographer III 

13074 - Photographer IV 

13075 - Photographer V 

15000 - Laundry, Dry Cleaning, Pressing and Related Occupations 
15010 - Assembler 
15030 - Counter Attendant 



18.05 
13 .85 
16.01 
18.05 

9.67 

9.79 
14.27 

9.97 
10.77 
10.12 
11.65 

9.97 

12 .49 
11.69 
14.00 
10.51 

16.90 
IS. 83 
15.86 
17.79 
19.92 
12.94 
16.32 
14.96 
16.47 
9.32 
10.48 
11.94 
13.40 
13.02 

13 .40 
24.92 
29.47 
29.47 
35.65 
35.65 
42.73 

20.85 
17.98 
23.33 
28.07 
18.73 
23.42 
28.82 
24.54 
17.18 
14.67 
17.18 
21.52 
26.05 
29.15 

8.71 
8 .71 
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15040 - Dry Cleaner 10.94 

15070 - Finisher, Flatwork, Machine 8.71 

15090 - Presser, Hand 8.71 

15100 - Presser, Machine, Drycleaning 8.71 

15130 - Presser, Machine, Shirts . 8.71 

15160 - Presser, Machine, Wearing Apparel, Laundry 8.71 

15190 - Sewing Machine Operator 11.73 

15220 - Tailor 12.43 

15250 - Washer, Machine 9.31 

19000 - Machine Tool Operation and Repair Occupations 

19010 - Machine-Tool Operator {Toolroom) IB. 95 

19040 - Tool and Die Maker ■ 23.05 

21000 - Material Handling and Packing Occupations 

• 21O10 - Fuel Distribution System Operator 19.38 

2102 0 - Material Coordinator 19.05 

21030 - Material Expediter 19.05 

21040 - Material Handling Laborer 11.50 

21050 - Order Filler 13.21 

21071 - Forklift Operator 16.04 

21080 - Production Line Worker (Food Processing) 15.93 

21100 - Shipping/Receiving Clerk 13.15 

21130 - Shipping Packer 13.15' 

21140 - Store worker I 9.06 

21150 - Stock Clerk (Shelf Stocker; Store Worker II) 13.05 

21210 - Tools and Parts Attendant 16.99 

21400 - Warehouse Specialist 16.04 

23000 - Mechanics and Maintenance and Repair Occupations 

23010 - Aircraft Mechanic 22.24 

2304 0 - Aircraft Mechanic Helper 14.71 

23050 - Aircraft Quality Control Inspector 23.43 

23060 - Aircraft Servicer 17.82 

23070* - Aircraft Worker 18.09 

23100 - Appliance Mechanic 18.95 

23120 - Bicycle Repairer 14.43 

23125 - Cable Splicer 24.68 

23130 - Carpenter, Maintenance 18.95 

23140 - Carpet Layer 17.80 

23160 - Electrician, Maintenance 22.59 

23181 - Electronics Technician, Maintenance I 19.42 

23182 - Electronics Technician, Maintenance H 21; 92 

23183 - Electronics Technician, Maintenance III 23.87 
23260 - Fabric Worker .16.61 
23290 - Fire Alarm System Mechanic 19.98 
23310 - Fire Extinguisher Repairer 15.69 
23340 - Fuel Distribution System Mechanic 21.05 
23370 - General Maintenance Worker 17.28 
23400 - Heating, Refrigeration and Air Conditioning Mechanic 20.87 
23430 - Heavy Equipment Mechanic 19.98 
23440 - Heavy Equipment Operator 20.76 
23460 - instrument Mechanic 19.98 
23470 - Laborer 14.27 
23500 - Locksmith ' 18.95 
23530 - Machinery Maintenance Mechanic 20.51 
23550 - Machinist, Maintenance 21.52 
23580 - Maintenance Trades Helper 14.54 
23640 - Millwright 21.85 
23700 - Office Appliance Repairer 18.95 
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23740 - Painter, Aircraft 21.29 

23760 - Painter, Maintenance IB. 95 

23790 - Pipefitter, Maintenance 22.76 

23800 - Plumber, Maintenance 20.99 

23820 - Pneudraulic Systems Mechanic 19.98 

23850 - Rigger 19.98 

23870 - Scale Mechanic 17.88 

23890 - Sheet-Metal Worker, Maintenance 19.98 

23910 - Small Engine Mechanic 20.05 

23 930 - Telecommunication Mechanic I 22.21 

23931 - TelecommunicationMechanic.il 23.41 

23950 - Telephone Lineman • 22.21 

23960 - Welder, Combination, Maintenance 19.98 

23965 - Well Driller 19.98 

23970 - Woodcraft Worker 19.98 

"23980 - Woodworker 15.32 

24000 - Personal Needs Occupations 

24570 - Child Care Attendant 11.58 

24580 - Child Care Center Clerk 16.15 

24600 - Chore Aid 9.29 

24630 - Homemaker 16.75 

25000 - Plant and System Operation Occupations . 

25010 - Boiler Tender 22.57 

25040 - Sewage Plant Operator 19.52 

25070 - Stationary Engineer 22.57 

25190 - Ventilation Equipment Tender 15.24 

25210 - Water Treatment Plant Operator 19.72 

27000 - Protective Service Occupations 

(not set) - Police Officer 23.19 

27004 - Alarm Monitor 16.79 

27006 - Corrections Officer 18.10 

27010 - Court Security Officer 20.72 

27040 - Detention Officer 18.29 

27070 - Firefighter 20^97 

27101 - Guard I 11 51 

27102 - Guard II " 15^16 
28000 - Stevedoring/Longshoremen Occupations 

28010 - Blocker and Bracer 19.89 

28020 - Hatch Tender 19^89 

28030 - Line Handler . 19.89 

2 8040 - Stevedore I is! 71 

28050. - Stevedore II 21.11 
29000 - Technical Occupations 

21150 - Graphic Artist 22.81 

29010 - Air Traffic Control Specialist, Center (2) 32^70 

2 9011 - Air Traffic Control Specialist, Station (2) 22.54 

29012 - Air Traffic Control Specialist, Terminal (2) 24! 82 

29023 - Archeological Technician I 15.78 

29024 - Archeological Technician II . 17.58 

29025 - Archeological Technician III 21.94 
29030 - Cartographic Technician 23.33 
29035 - Computer Based Training (CBT) Specialist/ Instructor 31.26 
29040 - Civil Engineering Technician 22.19 

29061 - Drafter I 14 31 

29062 - Drafter II 16 57 

29063 - Drafter III 18.53 

29064 - Drafter IV 23.33 
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29081 - Engineering Technician I 17.67 

29082 - Engineering Technician II . 19.84 

29083 - Engineering Technician III 22.54 

29084 - Engineering Technician IV , 27.49 

29085 - Engineering Technician V 3 3.62 

29086 - Engineering Technician VI 40.67 
29090 -Environmental Technician 21.22 
29100 - Plight Simulator/Instructor (Pilot) 36.95 
29160 - Instructor 26.54 
29210 - Laboratory Technician 18.56 
29240 - Mathematical Technician 23.70 

29361 - Paralegal /Legal Assistant I . 20.03 

29362 - Paralegal /Legal Assistant II 24.82 

29363 - Paralegal/Legal Assistant III 30.35 

29364 - Paralegal/Legal Assistant IV 36.73 
29390 - Photooptics Technician 23.33 

"29480 - Technical Writer 28.55 

29491 - Unexploded Ordnance (UXO) Technician I 20.78 

29492 - Unexploded Ordnance (UXO) Technician II 25,14 

29493 - Unexploded Ordnance (UXO) Technician III 30.13 

29494 - Unexploded (UXO) Safety Escort 20.78 

29495 - Unexploded (UXO) Sweep Personnel 20.78 

29620 - Weather Observer, Senior (3) 21.32 

29621 - Weather Observer, Combined Upper Air and Surface Programs (3) 18.30 

29622 - Weather Observer, Upper Air (3) . 18.30 
31000 - Transportation/ Mobile Equipment operation Occupations 

31030 - Bus Driver 15.95 

31260 - Parking and Lot Attendant 8.62 

31290 - Shuttle Bus Driver 13.45 

31300 - Taxi Driver 12 ..71 

31361 - Truckdriver, Light Truck 13.89 

31362 - Truckdriver, Medium Truck 17.09 

31363 - Truckdriver, Heavy Truck 18.40 

31364 - Truckdriver, Tractor-Trailer 18.40 
99000 - Miscellaneous Occupations 

99020 - Animal Caretaker 10.47 

99030 - Cashier 9.82 

99041 - Carnival Equipment Operator 12.35 

99042 - Carnival Equipment Repairer 13.30 

99043 - Carnival Worker 8.31 
99050 - Desk Clerk 9.78' 
99095 - Embalmer 19.79 
99300 - Lifeguard 10.92 
99310 - Mortician 24.77 
99350 - Park Attendant (Aide) 13.71 
99400 - Photofinishing Worker (Photo Lab Tech., Darkroom Tech) • 11.12 
99500 - Recreation Specialist 16.99 
99510 - Recycling Worker - 15.47 
99610 - Sales Clerk • 11.08 
99620 - School Crossing Guard (Crosswalk Attendant) 11.37 
99630 - Sport Official 11.24 

99658 - Survey Party Chief (Chief of Party) 18.39 

99659 - Surveying Technician (Instr. Person/ Surveyor Asst . /Instr . ) 17.48 

99660 - Surveying Aide 11.43 
99690 - Swimming Pool Operator 13.93 
99720 - Vending Machine Attendant 10.73 
99730 - Vending Machine Repairer 13.93 
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99740 - Vending Machine Repairer Helper 11.34 



ALL OCCUPATIONS LISTED ABOVE RECEIVE THE FOLLOWING BENEFITS: 

HEALTH & WELFARE: $2.59 an hour or $103.60 a week or $448.93 a month 

VACATION: 2 weeks paid vacation after 1 year of service with a contractor or 
successor; 3 weeks after S years, and 4 weeks after 15 years. Length of service 
includes the whole span of continuous service with the present contractor or 
successor, wherever employed, and with the predecessor contractors in the 
performance of similar work at the same Federal ' facility. (Reg. 29 CFR 4.173) 

HOLIDAYS: A minimum of ten paid holidays per year: New Year's Day, Martin 
Luther 

King Jr.'s Birthday, Washington's Birthday, Memorial Day, Independence Day, 
Labor Day, Columbus Day, Veterans' Day, Thanksgiving Day, and Christmas Day. (A 
contractor may substitute for any of the named holidays another day off with pay 
in 

accordance with a plan communicated to the employees involved.) (See 29 CFR 
4-174) 



THE OCCUPATIONS WHICH HAVE PARENTHESES AFTER THEM RECEIVE THE FOLLOWING BENEFITS 
(as 

numbered) : 

1) Does not apply to employees employed in a bona fide executive, 
admini s tra t i ve , 

or professional capacity as defined and delineated in 29 CFR 541. (See CFR 
4.156,) 

2) APPLICABLE TO AIR TRAFFIC CONTROLLERS ONLY - NIGHT DIFFERENTIAL: An 
employee is 

entitled to pay for all work performed between the hours of 6:00 P.M. and 6:00 
A.M. 

at* the rate of basic -pay plus a night pay differential amounting to 10 percent 
of 

the rate of basic pay. 

3) WEATHER OBSERVERS - NIGHT PAY & SUNDAY PAY: If you work at night as part of 
a 

regular tour of duty, you will earn a night differential and receive an 
additional 

10% of basic pay for any hours worked between 6pm and 6am. If you are a full- 
time 

employed (40 hours a week) and Sunday is part of your regularly scheduled 
workweek, 

you are paid at your rate of basic pay plus a Sunday premium of 25% of your 
basic 

rate .for each hour of Sunday work which is not overtime <i.e. occasional work on 
Sunday outside the_ normal tour of duty is considered overtime work) . 
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HAZARDOUS PAY DIFFERENTIAL: An 8 percent differential is applicable to employees 
employed in a position that represents a high degree of hazard when working with 
or 

in close proximity to ordinance, explosives, and incendiary materials. This 
includes work such as screening, blending, dying, mixing, and pressing of 
sensitive 

ordance, explosives, and pyrotechnic compositions such as lead azide, black 
powder 

and photoflash powder. All dry-house activities involving propellants or 
explosives.. Demilitarization, modification, renovation, demolition, and 
maintenance 

operations on sensitive ordnance, explosives and incendiary materials. All 
operations involving regrading and cleaning of artillery ranges. 

A 4 percent differential is applicable to employees employed in a position that 
represents a low degree of hazard when working with, or in close proximity to 
ordance, {or employees possibly adjacent to) explosives . and incendiary materials 
which involves potential injury such as laceration of hands, face, or arms of 
the 

employee engaged in the operation, irritation of the skin, minor burns and the 
like; minimal damage to immediate or adjacent work area or equipment being used. 
All 

operations involving, unloading, storage, and hauling of ordance, explosive, and 
incendiary ordnance material other than small arms ammunition. These 
differentials 

are only applicable to work that has been specifically designated by the agency 
for 

ordance, explosives, and incendiary material differential pay. 
** UNIFORM ALLOWANCE ** 

If employees are required to wear uniforms in the performance of this contract 
(either by the terms of the Government contract, by the employer, by the state 
or 

local law, etc.), the cost of furnishing such uniforms and maintaining (by 
laundering or dry cleaning) such uniforms is an expense that may not be borne by 
an 

employee where such cost reduces the hourly rate below that required by the wage 
determination. The Department of Labor will accept payment in accordance with 
the 

following standards as compliance: 

The contractor or subcontractor is required to furnish all employees with an 
adequate number of uniforms without cost or to reimburse employees for the 
actual 

cost of the uniforms. In addition, where uniform cleaning and maintenance is 
made 

the responsibility of the employee, all contractors and subcontractors subject 
to 

this wage determination shall (in the absence of a bona fide collective 
bargaining 

agreement providing for a different amount, or the furnishing of contrary 
affirmative proof as to the actual cost) , reimburse all employees for such 
cleaning 

and maintenance at a rate of $3.35 per week (or $.67 cents per day). However, 
in 

those instances where the uniforms furnished are made of "wash and wear" 
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materials, may be routinely' washed and dried with other personal garments, and 
do 

not require any special treatment such as dry cleaning, daily washing, or 
commercial 

laundering in order to meet the cleanliness or appearance standards set by the 
terms 

of the Government contract, by the contractor, by law, or by the nature of the' 
work, 

there is no requirement that employees be reimbursed for uniform maintenance 
costs . 



** NOTES APPLYING TO THIS WAGE DETERMINATION ** 

Under the policy and guidance contained in All Agency Memorandum No. 159, the 
Wage 

and Hour Division does not recognize, for section 4(c) purposes, prospective 
wage 

rates and fringe benefit provisions that are effective only upon such 
contingencies 

as "approval of Wage and Hour, issuance of a wage determination, incorporation 
of 

the wage determination in the contract, adjusting the contract price, etc." 
(The 

relevant CBA section) in the collective bargaining agreement between (the 
parties) 

contains contingency language that Wage and Hour does not recognize as 
reflecting 

"arm's length negotiation" under section 4(c) of the Act and 29 C.F.R. 5.11(a) 
of the regulations . This wage determination therefore reflects the actual CBA 
wage 

rates and fringe benefits paid under the predecessor contract. 
Source of Occupational Title and Descriptions: 

The duties of employees under job titles listed are those described in the 
"Service Contract Act- Directory of Occupations," Fourth Edition, January 1993, 
as 

amended by the Third Supplement, dated March 1997, unless otherwise indicated. 
This 

publication may be obtained from the Superintendent of Documents, at 202-783- 
3238, 

or by writing to the Superintendent of Documents, U.S. Government Printing 
Office, 

Washington, D.c. 20402. Copies of specific job descriptions may also be 
obtained 

from the appropriate contracting officer. 

REQUEST FOR AUTHORIZATION OF ADDITIONAL CLASSIFICATION AND WAGE RATE {Standard 
Form 

1444 (SF 1444)'} 
Conformance Process : 

The contracting officer shall require that any class of service employee which 
is 
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not listed herein and which is to be employed under the contract (i.e., the work 
to 

be performed is not performed by any classification listed in the wage 
determination) , be classified by the contractor so as to provide a reasonable 
relationship (i.e., appropriate level of skill comparison) between such unlisted 
classifications and the classifications listed in the wage determination. Such 
conformed classes of employees shall be paid the monetary wages and furnished 
the 

fringe benefits as are determined. Such conforming process shall be- initiated 
by 

the contractor prior to the performance of contract work by such unlisted 
class (es) 

of employees. The conformed classification, wage rate, and/or fringe benefits 
shall 

be retroactive to the commencement date of the contract. {See Section 4.6 
(C) (vi) } 

When multiple wage determinations are included in a contract, a separate SF 1444 
should be prepared for each wage determination to which a class (es) is to be 
conformed. 

The process for preparing a conformance request is as follows: 

1) When preparing the bid, the contractor identifies the need for a conformed 
occupation(s) and computes a proposed rate(s) . 

2) After contract award, the contractor prepares a written report listing in 
order 

proposed classification title (s) , a Federal grade equivalency (FGE) for each 
proposed classification (s) , job description (s) , and rationale for proposed wage 
rate(s), including information regarding the agreement or disagreement of the, 
authorized representative of the employees involved, or where there is no. 
authorized 

representative, the employees themselves. This report should be submitted to 
the 

contracting officer no later than 30 days after such unlisted class (es) of 
employees 

performs any contract work. 

3) The contracting officer reviews the proposed action and promptly submits a 
report 

of the action, together with the agency's recommendations and pertinent 
information including the position of the contractor and the employees, to the 
Wage 

and Hour Division, Employment Standards Administration, U.S. Department of 
Labor, 

for review. (See section 4.6(b) (2) of Regulations 29 CFR Part 4). 

4) Within 30 days of receipt, the Wage and Hour Division approves, modifies, or. 
disapproves the action via transmittal' to the agency contracting officer, or. 
notifies the contracting officer that additional time will be required to 
process the 

request. 

5) The contracting officer transmits the Wage and Hour decision to the 
contractor. 

6) The contractor informs the affected employees. 
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Information required by the Regulations must be submitted on SF 1444 or bond 
paper. 

When preparing a conformance request, the "Service Contract Act Directory of 
Occupations" (the Directory) should be used to compare job definitions to insure 
that duties requested are riot performed by a classification already listed in 
the 

wage determination. Remember, it is not the job title, but the required tasks 
that 

determine whether a class is included in an established wage determination. 
Conformances may not be used to artificially split, combine, or subdivide 
classifications listed in the wage determination. 
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DEPARTMENT Or DEFENSL 
CONTRACT SECURITY CLASSIFICATION SPECIFICATION 

(The requirements of the DoO National Industrial Security Program Operating 
Manual (NISPOM) apply to all security aspects of this effort.) 


foHaill' :'i! , 1»t/;«E»V ; ;.^MI 


a. Facility Clearance Required 
TOP SECRET 


b. Level of Safeguarding Required 
NONE 


2. THIS SPECIFICATION IS FOR: (X art complete as applicable) 


3. THIS SPECIFICATION is.- (X and complete as applicable) 


X 


a. Prims Contract number 
S-AOMPD45-D-1115 


X 


a. Original (Complete date in all cases) 


Date (YYYYMMDO) 
20050817. 




b. Subcontract number 




b. Revised (Supersedes Revision No. 
an previous spec) 


Date (YYYYMMDD) 




c. Solicitation or other number 


Oue Date (yyyymmdd) 




c. Final (Complete Item 5 In alt cases) 


Date (YYYYMMOD) 


4. 15 THtS A FOLLOW-ON CONTRACT? 


Ves X No if Yes, corr^tete the following 



Classified material received or generated under 



(Preceding Contract Number) is transferred to this fottow-on contract. 



5. IS THIS A FINAL DO FORM 264 7 

m response to the contractor's request dated 



Yes 



X No If Yes, complete the following 

Retention of the identified material to authorized for the period of 



CONTRACTOR (include Commercial and Government Entity (CAGE) Code) 



a. Name, address, and zip code 

SIEMENS GOVERNMENT SERVICES, INC. 
1881 CAMPUS COMMONS DRIVE 
1ST FLOOR 

RESTON VA 20191- 



b. Cage Code 
0DZQ1 



c. Cognizant Security Office (Name, Address, and Zip Code) 
DEFENSE SECURITY SERVICE 
CAPITAL REGION 

2211 S. CLARK ST SUITE 1100 

ARLINGTON VA 22202-3712 



7, SUBCONTRACTOR 



a. Name, address, and zip code 



b. Cage Code c. Cognizant Security Office (Name. Address, and Zip Code) 



8. ACTUAL PERFORMANCE 



a. Location 



b. Cage Code c- Cognizant Security Office (Name, Address, and Zip Coda) 



9. GENERAL IDENTIFICATION OF THIS PROCUREMENT 
FSE Technical Support Service* 



10. THIS CONTRACT WILL REQUIRE ACCESS TO: 


Yes 


.NO 


11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: 


Yea 


NO 


a. Communications security (COMSEC) information 


X 




a. Have access to classified information only at another 
contractor's faculty or government ectfvfty 


X 




b. Restricted data 




X 


b. Receive classified documents only 




X 


c. Critical nuclear weapon design information 




X 


c. Receive and.oanerate ctassHted material 




X 


d. Formerly restricted dots 


X 


x_ 


a Fabrtcaia; modify; or :stor».classHled ftardwaie 




X 


e. Intelligence Information 


a. Perfomi services'onfy 




X 


(1). Sensitive comparimented information (SGI) 


f. Have access to U.S classified Information outslOo the, U.S. 
Puerto Rico, U.S. possessions and trust territories 


X 




(2).Non-SCI 




X 


g. Be authorized to use the services ol Defense Technical Information 
Center (OTIC) or other secondary distribution center 




X 


f . Special access Information 




X 


h. Require a COMSEC account 




X 


g. NATO information 




X 


L Have TEMPEST requirements 




X 


h. Foreign government JHormatton 




X 


J. Have opetetforBlsB^ 


X 




L Limfted dissemination Information 




X 


K. Be authorized to use the Defense Courier Service 


X 




j. For official use only Information 




X 


I. Require connectivity to Department of State computer system 




X 


K. Other (Specify) 




X 


m. Other (Specify) 




X 


L Sensitive But Unclassified Informal ion 


X 
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12. PUBLIC RELEASE. Any Information (classified or unclassified) pertaining to mis contract shag not be released tor pubSc dissemination except 
as provided by the National Industrial Security Program Operating Manual (NISPOM) or unless it has been approved by appropriate U. S. 
Government authority. Proposed public releases shall be submitted tor approval prior to release. 

| | Direct | X | Throuoh (Specify): 

DEPARTMENT OF STATE, 2201 C ST 

WASHINGTON DC 20520 DSflS/IND 

To the directorate tor Freedom ot Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs) ' tor review. 
• in Lhe case of mn-DoD User Agencies, requests for disclosure shaB be submitted to that agency. 

13. SECURITY GUIDANCE. The security classification guidance needed for this Classified effort is identified below. Harry difficulty is encountered in 
applying this guidance or if any other contributinc factor indicates a need tor changes in this guidance, the contractor is authorized and encouraged 
to provide recommended changes; to challenge the guidance or the classification assigned to any information or material furnished or generated 
under this contract; and to submit any Questions for interpretation ot this guidance to the rMcial identified below. Pending final decision, the 
information Involved shaft be handled and protected at the highest level of classification 'assigned or recommended: (Fill in as appropriate for the 
classified effort. Attach, or forward under separate correspondence, arty dccumdntsJQuldes/extracts referenced herein. Add additional pages as 
needed to provide complete guidance.) 

Contractor personnel assigned to Of I* contract thai posaaaa SECRET and TOP SECRET parson n«l sacurtty 
clearsnces Issued by Defense Security Service (DSS) prior to contract perforrnsnce. SpacrflceSy designated personnel, to 
Include all Security Installation Managers (SI Mi), must be eligible tor access to Sensitive Cornpertrnantad Information (SCI). 
COMSEC scenes will also be required of daalgnatad personnel assigned to this effort 

Final SECRET clearances and favorable Diplomatic Security (D$) name Cheeka are required for travel to specific HUMfNT 
threat poets for deployments ol lass than 60 days (cumulative for all posts vlsttad In a calendar year). Interim SECRET 
clearances are NOT acceptable for such travel. Long-term deptoymants (In excess of 00 days) require Final TOP SECRET 
clearances favorable DS nama checks and submission of an accaatabflttv review ortor to deolovmenL 

ImwHWIwW| law viwni w I iwiin* viivwrMi sbip** ^***^">»^^ree*ae »*■ wee Mr«rv|raMriij p spvwvv vwr a^r wv|rnrf iinpm 

"As Siemens currently does not have approved safeguarding capability, Item B reflects "NONE". Stamens will be required to 
have Secret safeguarding capability for future taskinga under this contract When DOS la advised by DSS that Slemana haa 
approved safeguarding capability, a revised DD Form 294 will be Issued. OSS must also approve any computar systems to be 
used by Slemana for processing classified material prior to such processing. A copy of the approval letter would have to be 
forwarded to DS/IS/1ND prior to any classified processing. 

Though, as noted above, Salmans doea not currently hava approval to stors classified material, the Security CIsssfftcatlon 
Guide for Design and Construction of Oversee FacUrtfes ahould be utilized tor Identification and handling of Sensitive But 
Unclassified (SBU) and SBU NOFORN Irrtorrnatton. 

Visit authorization requests are to be sent to Department of State (OoS), DSASflND, Washington D.C 20520, via facsimile 
at 571-3450000. Letters of Consent (LOCa) Issued by DSS or JCAVS Person Summary muat be attached to all vltlt 
authorization requests. 

All DD Forma 254 for siibcontracts ahsti be forwarded to D&1S/1ND for cartiflcation prior to issuance to the proposed 

MICHAEL A. CARLSON DSVST/FSE 7039234649 

Contracting Officer's Representative (COR) Office Symbol : Phone 



1 4. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to NISPOM requirements, am established for this contract, (it Yes. Identify 
. the pertinont contractual cla uses in the contract document itself, or provide an appropriate statement which Identifies the additional requirements. 
Provide a copy of the requ/wments to the cognizant security office. Use Item 13 if additional space is needed.} - 

Sea HUMINT Threat Attachment COMSEC Attachment; SCf Attachment [£] Q No 



15. INSPECTIONS. Elements ol this contract are outside the Inspection responstolllty ol tie cognizant security office. (tf Yes, explain and 
Identity specific areas or elements carved out *nd the actfVffy responsible for Inspections. Use item 13 IfadUffJonai space is needed.) ' 



□ ve.[x]No 



is. certification and SIGNATURE. Security requirements staled herein are complete and adequate forsatoguarckngthe classified 
•Hon to be released or generated under this classified effort AM questions shaS be referred to the otytial named beiow. 




a. TYPED NAME OF CERTIFYING OFFICIAL 
REAG. JONES 



b. TITLE 

CHIEF, OSASAND 



c. TELEPHONE (Include Area Code) 
(571)3450032 



d. ApoRESS (Include Zip Code) 

US. DEPARTMENT OF STATE 

SA.20.13TH FLOOR 

2201 C ST WASH DC 20520 



e. SIGNATURE 



DD 




17. REQUIRED DISTRIBUTION. 

& CONTRACTOR 
t>. SUBCONTRACTOR 

C. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR 

d. A/FBO/PE/CSM 

e. DS/PSCWCSB 

f. COR 
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Prime Contract number 






S-AQMPD-05-CM115 






Subcontract number 


Solicitation or other number 


Due On 


itfl CfYYYMMDO) 



13. SECURITY GUIDANCE CONT'D. 
THIS SPECIFICATION IS FOR: 



UNCLASSIFIED 



subcontractor. 

While at DoS locations, the contractor shad comply with applicable DoS regulations relative to the protection of classified 
sneVbr sensitive Information, Including the National Industrial Security Program Operating Manual (MSPOM) and 12 
Foreign Affairs Manual (FAM) 500 and BOO. DS/IS/IND is responsible for Inspecting contractors assigned to DoS locations. 

Security clearance requirements for contractors accessing OoS domestic or o v er s e as Information systems shall be In 
accordance wtth 12 FAM 600. Furthermore, citizens of epecmcalty designated human IrttelUgeriee andtor technical 
mtoKgencc threat counties shall not develop, modify or perform maintenance on software developed for use on DoS 
computer systems without approval by DS/SI/ACO. 

Contractors shall Immediately report any edverss Information concerning any cleared contractor employees performing 
on DoS contracts to DSS, In accordance with the NISPOM and DS/IS/IND, In accordance with 12 FAM 078, 4b. 

Contractor personnel working on DoS contracts mutt report Impending marriage, cohabitation and other continuing 
bonds of affection with foreign nationals to the COR and DS/IS/IND, In accordance with 3 FAM 4100, App. B. 

All FAM references can be viewed on the DoS website, www.atata.gov. 
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ACCESS (SCI) DEPARTMENT OF STATE ONLY 

D5 SPECIAL SECURITY OPERATIONS DIVISION 

Continuation sheet for item 13 of DD Form 254 for Contract: S-AQMPD-05-D-1115 
Company: Siemens Government Services, Inc. 

This contract Involves access to National Security and Sensitive Compartmented Information (SCI). The highest 
level of access for this contract is TOP SECRET/SCI. Access to SCI will take place only at Department of State 
(DOS) facilities or as authorized by DS/IS/SSO. No SO is to be provided to the contractor's facility. 

At the written request of the COR or DOS Project Manager, the Industrial Security Division, DS/IS/IND, will 
process all access authorization requests for SO under this contract upon receipt of the following documents from 
the contractor: 

-visit authorization request; 

-Copy of the Defense Security Service Letter of Consent or JPAS Certification 

-Current SF 86 as of the date of the SCI request; (current means submitted within 30 calendar days of the date 
the SF86 was signed. 

-Completed U.S. Department of State Disclosure and Authorization Pertaining to Consumer Rights Pursuant to the 
Fair Credit Reporting Act. 

The contractor shall comply with the National Industrial Security Program Operating Manual (NISPOM), the 
National Industrial Security Program Operating Manual Supplement (WSPOMSUP), and the requisite Director of 
Central Intelligence Directives (DUD'S) for safeguarding Sd Information, automated systems and networks. 

All contractor personnel who require SCI access must have had a Single-Scope Background Investigation (S5BI) 
conducted by the U. S. Government within the last five years (from the last investigation date). Otherwise, 
contractor personnel must presently hold SCI access with another U.S. Government agency and be certified to 
DS/IS/SSO. Investigative criteria for SCI access is set forth in DQD 6/4. 

Contractor personnel not possessing a current SS8I (issued within the last five years) and/or not presently holding 
SQ access are required to be processed for an SS8I. All requests for SSBIs are to be submitted directty to the 
Defense Security Service. (Refer to ISL 94L-I.) Personnel will not be authorized for assignment to areas requiring 
Sa access until their SSBl's are completed and they receive SCI approval from DoS. 

Investigations conducted by government agencies other than the Department of Defense may also be accepted. 
In instances where there Is an Investigation conducted by an agency other than DOD, the contractor must provide 
DOS with the name of die agency .that conducted the SSBI and the date of the SSBI. 

Investigations on contractor personnel which have been conducted within the past five years, which meet the 
investigative requirements and adjudicative standards set forth in DOD 6/4 may serve as a basis for granting 
access approval. They will be acceptable provided there has been no break in the Individual's access to classified 
information under the National Industrial Security Program greater than 24 months. 
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The Contractor is responsible for reporting any and all information that could adverser/ affect the security 
clearance status of an employee working under this contract requiring access to SO, the Special Security Office 
(DS/IS/SSO). Questionable or suspicious incidents that might indicate hostile intelligence collection activity must 
also be reported. Any foreign travel shall be reported in accordance with the NLSPOM supplement and the 
12 FAM. 

The Contractor shall not release classified information to any activity or individual of the contractor's organization 
not directly engaged in providing services under the contract. SCI security violations and suspected/possible 
compromises will be reported as follows: The contractor will make an immediate telephonic notification to the . 
Department of State of any incident or violation of the requirements of these security provisions, the NISPOM, 
NISPOMSUP, or DQD's, regardless of the contractor's Judgment as to whether or not a compromise or possible 
compromise has occurred. If secure voice capability is not available, the contractor will make an unclassified 
telephone ratification to the Department of State, DS/IS/SSO, by calling (202) 647-7914/8648/ 9197. Follow-up 
reports will be required. 

Reproduction of SQ to Include any and all types of mediums will only occur at the Department of State with the 
authorizatton of the Special Security Office. . - ' 

Any information generated at DOS by the contractor Including but not limited to correspondence, drawings, 
models, mock-ups, photographs, schematics, status, progress, special Inspection reports, engineer notes, 
computations, training and manufacturing aids shall be controlled according to classification guidance taken from 
other source documents and is not authorized for release. 

The contractor shall not divulge to any Individual, organization or other U.S. Government agencies any 
information, classified or unclassified, pertaining to this contract without prior written approval from the 
Department of State. All questions concerning the SQ requirements for this contract are to be directed to the 
Department of State, DS/IS/SSO, (202)647-7914/8648/9197. 

The contractor Is responsible for notifying the Department of State, Special Security Office, DS/IS/SSO, (202) 647- 
7914/8648/9197, prior to the reassignment or separation of all SQ indoctrinated contractor personnel so required 
debrlefings can be administered. The contractor shall also advise DS/IS/IND via cancellation of their visitor 
authorization request (VAR). 
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MINIMUM PERSONNEL SECURITY REQUIREMENTS FOR SPECIFIC 
HUMAN INTELLIGENCE THREAT POSTS 

CONTRACT NUMBER: S-AQMPD-05-D-1 1 IS 

J. Specifically designated contractor personnel who will perform tasks at specific human intelligence 
(HUMINT) threat posts for a period in excess of sixty (60) days or who will make cumulative visits in 
excess of sixty (60) days during a one-year period must possess a final TOP SECRET personnel security 
clearance and undergo a favorable DS acceptability review. (The COR will provide the list of specific 
HUMINT threat posts.) A Top Secret clearance will be required for performance of specific duties as 
directed by the COR. Personnel traveling to specific human intelligence threat posts for short-term 
visits (less than 60 days) must have a minimum Finn! Secret clearance and a favorable DS 
preliminary name check prior to deployment. 

2. All clearances for personnel who will be traveling to specific HUMINT threat posts in excess of 60 
days must be processed in accordance with the following procedures: 

a. The contractor submits requests for TOP SECRET clearances to DISCO for routine processing. 

b. DISCO issues a Letter of Consent (LOC) indicating that the individual has been issued a clearance. 
The LOC must indicate that the individual has a Final TOP SECRET clearance (based on a single- 
scope background investigation current within the past 5 years). Persons issued interim TOP SECRET 
clearances or final SECRET clearances are not authorized to travei to specific HUMINT threat posts in 
excess of 60 day's. 

c. The contractor immediately sends a Visit Authorization Request (VAR) to DS/IS/IND. Attached to 
that VAR must be a copy of the individual's LOC, an SF 86 that is current as of the date of the 
acceptability review request, and a Department of State Disclosure and Authorization Pertaining to 
Consumer Reports Pursuant to the Fair Credit Reporting Act. Upon receipt, DS will: 

(1) conduct a preliminary check to determine whether the employee is eligible for deployment 
while the acceptability review is pending, and 

(2) obtain the investigative file for the required acceptability review and approval/disapproval 

d. If the contractor employee is approved for deployment white the acceptability review is pending, 
(paragraph c (1) abbve), he/she can be immediately deployed. However, if the acceptability review is 
ultimately adjudicated unfavorably, upon notification by the COTR the contractor employee must be 
immediately removed from the site. 

e. If, in accordance with paragraph c (1), the contractor employee is not approved for immediate 
deployment, the acceptability review will be completed and adjudicated prior to the contractor's 
employee's deployment If the acceptability review is unfavorably adjudicated, the contractor employee 
is not authorized for deployment in performance of this contract at this time. 

f DS/IS/IND will notify the COR (with a copy to the firm) of approval or disapproval for specific 
HUMINT threat post assignment. 

3. DS must approve all assignments to designated intelligence threat posts. The 60-day period is 
cumulative within one year. 
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C0M5EC ATTACHMENT TQ DP FORM 254 

1. The contract involves access to classified National Security and 
Communications Security (COMSEC) information. The contractor /subcontractor 
shall comply with the requirements of the National Industrial Security Program 
Operating Manual (NISPOM) and the COMSEC Supplement where applicable. The 
highest level of access for the contract is TOP SKCHSX. 

2. Access to all COMSEC information shall take place only at Department of 
State facilities. 

3. All classified telephonic discussions pertaining to this contract shall be 
via secure voice. At no time is any classified aspect of the contract to be 
discussed on the open telephone line. Government provided equipment will be 
made available to provide . a secure voice capability, if determined to be 
necessary by the government. 

4. All contractor/subcontractor personnel to be granted access to classified 
COMSEC information released or generated under this contract must be U.S. 
citizens granted a final security clearance by the Government. Foreign 
nationals, immigrant aliens, interim secret cleared personnel or personnel 
holding a contractor granted CONFIDENTIAL clearance are not eligible for access 
to -classified .COMSEC information released or generated under this contract. 
Additionally, no individual shall be granted access unless the briefing 
requirements outlined in the COMSEC Supplement are complied with; except that 
the government will provide appropriate briefings if requested by the 
contractor . 

5. Questionable or suspicious contacts which might' indicate hostile 
intelligence collection activities with contractor/ subcontractor employees who 
have been cleared and assigned to this contract shall be reported through the 
facility security officer to the Department of State, Communications Security 
Division, regardless of where the contact occurs. Any foreign travel reports 
shall be in accordance with the NISPOM. 

6. Reproduction of classified COMSEC information generated as a result of this 
contract shall be held to the minimum necessary and shall be accomplished only 
as required for this contract. For this effort, reproduction shall be performed 
by the government. 

7. Any information developed regarding the TEMPEST characteristics or relating 
to the TEMPEST security features of the Department of State, technical control 
facility, and/or telecommunications network, shall be classified at least at the 
SECRET level and shall not be discussed on open telephones. 

8. Any information generated by the contractor/subcontractor (at a government 
location) including, but not limited to correspondence, drawings, models, mock- 
ups, photographs, and schematics; status, progress, special, and inspection 
reports; engineering notes and computations and training and manufacturing aids 
shall be classified according to "any source documents or appropriate security 
classification guidance. Additionally, guidance may be derived from government 
furnished equipment or data or special instructions issued by the contracting 
officer or his representative. Any unclassified information generated as a 
result of this contract shall be controlled wjithin the contractor facility and 
may not be released to the public without prior Department of State approval. 
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9. Any subcontract that may result from this contract shall require 
incorporation of the appropriate security provisions of this DD Form 254. 
Complete classification guidance in any subcontract shall be provided by the 
prime contractor in accordance with the NISPOM. All DD Forms 254 shall be 
submitted to the Department of State, DS/IS/IND, for review and approval. 

10. If a document contains information relating to the TEMPEST characteristics 
or cryptographic capabilities of the Department of State, it must indicate the 
following caveat on the cover: 'COMSEC MATERIAL, ACCESS BY CONTRACTOR PERSONNEL 
RESTRICTED TO U.S. CITIZENS HOLDING FINAL GOVERNMENT CLEARANCES." 

11. The contractor/subcontractor shall not divulge to any individual, 
organization or other U.S. government department or agency any information 
either classified or unclassified pertaining [to the design or capabilities of 
the facility being recommended, produced or (provided as government furnished 
equipment and under this and/or previous contracts without the prior approval of 

. the Department of State. 

12. Classified COMSEC information released or generated {at a government 
location) under this contract does not become the . property of the 
contractor/subcontractor and can be withdrawn by the Department of State at any 
time. Upon expiration of the contract all classified documentation in the 
possession of the contractor (at a government location) relative to this 
contract shall be disposed of as directed by the contracting officer. 

13. The contractor/ subcontractor shall not release any classified information 
to any activity or individual of the contractor's organization not directly 
engaged in providing service under the contract. All classified COMSEC 
information that may be provided or generated by the contractor shall be placed 
under appropriate accountability controls in accordance with the NISPOM. 

14. All dissemination of unclassified COMSEC information shall be restricted to 
contractor and/ or subcontractor and government personnel involved in a contract. 
Any proposed release into public domain of information pertaining to this 
contract shall be forwarded to the Department of State, DS/IS/IND, for review 
and approval. The term release includes, but is not limited to newspaper 
articles, company newsletters, contract announcements, advertisements, 
brochures, photographs, motion picture films, technical papers, unclassified 
presentations at symposia, speeches, displays, etc., on any phase of this 
contract. 

15. The contractor shall make an iavnedlace telephonic notification to the 
Department of State of any incident or violation of the requirements of those 
security provisions, the NISPOM or COMSEC supplement, regardless of the 
contractor's judgement as to whether or not a compromise or possible compromise 
has occurred. If secure voice capability is not available, contractor shall 
make an unclassified telephone notification to the Department of State by 
calling (202) 647-1223. If necessary, a follow-up routine report will be 
required. 

16. Clarification and guidance for security requirements under this contract 
should be directed to the Department of State, Communications Security Division 
at (202) 647-1223. 

17. Visit requests are to be sent to: Department of State, DS/IS/IND, 
Washington, D.C. 20520. 

18. COMSEC information may not be provided to those individuals holding 
reciprocal clearances. 
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